Mpukas ®AMNCU ot 13 uroHa 2001 r. N 152
"O6 yTBepxaeHun VIHcTpykummn o6 opraHmnsaumm n obecnevyeHnn 6€3onacHOCTN XpaHeHUS,
00paboTkn 1 nepegaym no KaHanam CBs3M C UCMONb30BaHNEM CPEACTB KpunTorpadunyeckom
3aWmTbl MHGOPMALMK C OrPaHUYEHHbIM AOCTYMOM, HEe coAepXallen cBeeHNN,
COCTaBNAKLMX rOCYaapCTBEHHYIO TaNHY"

B cooTtBeTcTBUMM ¢ PepepanbHbiM 3akoHom oT 20 deBpang 1995 r. N 24-03 "O6
nHdopmMauum, WHdopmatTMzaumMm wn  3awmte  uHhopmaumn"*, 3akoHom  Poccumnckon
dbepepaumm ot 19 cpeBpana 1993 r. N 4524-1 "O (enepanbHbiX oOpraHax
NPaBUTENbCTBEHHOMW CBA3M M WMHAopMauun™* n [lonoxeHnem o nopsagke paspadoTkuy,
NpPou3BOACTBA, peanu3aumm Uu UCMNONb30BaHNA CPeAcTB  KpunTorpadouyeckon 3alumTbl
WHOpMaUUM C OrpaHMYEeHHbIM [JOCTYNOM, He CoAepXallen CBefeHUW, COCTaBMALMX
rocygapctBeHHyo TavHy ([onoxenue [1K3-99), yrBepxaeHHbIM rnpukasom PAMNCU ot 23
ceHTabpa 1999 r. N 158, 3apeructpmpoBaHHbIM MUHUCTEPCTBOM HOCTULMN Poccuickon
depepaummn 28 pekabpsa 1999 r., peructpaunoHHbin N 2029*** ¢ uenbto onpegeneHus
nopsiaka opraHmsauum n obecneveHuns 6e3onacHOCTU xpaHeHusi, obpaboTkm n nepenaym no
KaHanam CBS3M C MCMNOJSIb30BaHUEM CpPeacTB Kpuntorpaduyeckon 3almTbl MHOpMaUmMn C
OrpaHMYeHHbIM AO0CTYNOM, He COoAepKalwen CBEeAEHWN, COCTaBNALWIMX roCyLapCTBEHHYHO
TavHy NpukasbiBato:

YtBepantb VHCTpyKumnio o6 opraHusaumm mn obecneveHnnm 6e30nacHOCTU XpaHeHus,
06paboTkn 1 nepegayn No KaHanam CBs3M C MCMOSb30BaHMEM CPeACTB Kpuntorpaduryeckomn
3aWnTbl  MHOPMAUMM C  OrPaHUYEHHbIM  [OCTYNOM, He CcoAepallen CBefeHuw,
COCTaBMSAOLWMX rocyfapCTBEHHYIO TarHy (npunaraeTcs).

"eHepanbHbIM AnpekTop AreHTcTBa B.MaTioxuH

* CobpaHwne 3akoHogaTtenbcTtBa Poccuinckon ®epepaunn, 1995, N 8, cT1.609.

** BegomocTtn Cbesna HapoaHbix genytatoB Poccuickon ®epepaummn n BepxoBHOro
CoseTta Poccuinckon ®egepauum, 1993, N 12, c1.423.

*** "Poccunckas raseta”, 2000, 26 saHBap4.

3apeructpmpoaHo B MuHiocte P® 6 aBrycta 2001 r.
PernctpauunoHHsin N 2848

MpunoxeHune
K npukasy ®AIMNCU PD
oT 13 uroHsa 2001 r. N 152

UHcTpyKuus
06 opraHM3auumm n obecnevyeHnn 6e3onacHOCTM XpaHeHUsA, o6paboTKkn 1 nepepaym no
KaHanam CBfi3n C UCNOJIb3OBaHUEM CpeaCcTB KpunTorpacduyeckom 3almuThbl
MHdOpMaLMn ¢ orpaHM4YeHHbIM JOCTYNOM, He coAaepKallen cBeAeHUN, COCTaBNAKLWMNX
rocyaapCcTBEHHYK TauHy

. ObwWwme nonoxeHus

1. Hactosiwaa WHCTpykumMst onpegensieT enuHbld Ha Tepputopun Poccunckon
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depgepaumm nopsagok opraHmMsaunmn m obecneyeHus 6e3o0MacHOCTU XpaHeHusa, ob6paboTkm n
nepegayn no KaHamam CBsi3W C ucnonb3oBaHuem ceptuduumpoBaHHbix PAIMNCU cpeacts
Kpuntorpaduyeckon sawmtbl (LWnMpoBanbHbIX CpencTB) nogrexallen B COOTBETCTBUU C
3akoHogartenbctBoM Poccuinckon depepauum obsizatenbHon 3awmte uHdopmMauum C
OrpaHWYeHHbIM AO0CTYNOM, He coAepalwen CBeAEeHWW, COCTaBNALWMX rocyaapCTBEHHYH
TanHy*(1).

[aHHbIM MOpsiAKOM pekoMeHAyeTCA PYyKOBOACTBOBATbLCHA TaKXe MpU opraHusauum u
obecneveHnn 6e30MacHOCTU XpaHeHusi, obpaboTkm M nepegadnm MO KaHamam CBs3WM C
ncrnionb3oBaHvem ceptuguuuposaHHbix AMNCU cpeacts kpuntorpaguyeckon 3sawutbi*(2)
He nognexawen obssaTtenbHOW 3awuTe KoHdUAeHUmanbHonW uHdopmaumMm, AocTyn K
KOTOpPOW OrpaHM4YMBaeTCs B COOTBETCTBUM C 3akoHoAaTenbCTBOM Poccuickon depepaumm
UM no peweHuto obnagaTtenss KOHuaeHumansHOM uHGopmauumn*(3) (3a MCKNYeHnem
nHdopMauumn, cogepkallen CBedeHusi, K KOTOPbIM B COOTBETCTBUM C 3aKOHOAATENbCTBOM
Poccunckon ®egepaumm He MOXET ObITb OrpaHUYEH JOCTYN).

2. Hactosawaga VHCTpyKumna He pernameHTupyeT nopsigka opraHnsaumm n obecneyeHns
©e30nacHOCTU XpaHeHud, obpaboTkMm U nepegaym Mo KaHanam CBSI3M C UCMONb30BaHMEM
CK3W koHmaeHumansHoM WHpopMaumm B ydpexaeHusx Poccunckon depepaumn 3a
rpaHuLen.

Il. Opranmsauymsa n o6ecnevyeHne 6e30MacHOCTU XpaHeHUsA, o6paboTku n nepegayvm no
KaHanam cBsi3u ¢ ucnosnb3oBaHunem CK3U koHdmaeHumanbHon nHdopmaumm

3. besonacHocTb xpaHeHusi, 06paboTkm W nepegadn no KaHamaMm CBS3N C
ncnonb3osaHnem CK3W koHdbumaeHunanbHOM WMHAOpPMaUUM B CeTAX KoHuaeHUnanbHOn
CBA3N*(4) opraHn3ytoT n obecneyunBatoT onepaTopbl KOHPUAEHUMANbLHON CBA3N*(5).

BesonacHoCTb xpaHeHus n obpaboTkm ¢ ncnonb3oBaHmem CK3W koHhuaeHumanbHOM
WHopMauun, nepegaBaeMon BHe ceTerh KOH(pmaeHuManbHOW CBA3W, OpPraHusyrT U
obecneunsatoT nuua, nmetowme nuueHsno GANCU*(6).

Jlvua, okasbiBaowme BO3ME3OHble YCAyrM MO oOpraHuM3aumMm un  obecneyeHuto
Oe3onacHoCTU XpaHeHuss n o0bpaboTkm c ucnonb3oBaHmem CK3WU koHdumaeHUnanbHON
WHopMauuKn, nepegaBaeMon BHe ceTel KOHuAeHUManbHOW CBA3W, [OOMKHbI UMETb
nnueHsunto PANCU Ha gesaTenbHOCTb NO NpefocTaBfeHno yenyr B obnactn wudpoBaHus
MHdOpMaLUK.

4. besonacHOCTb XpaHeHusi, 06paboTkKm W nepedayn no KaHanam CBsA3M C
ncnonb3oBaHmeMm CK3W koHdumaeHumManeHONn nHopmauumn, obnagartenn KOTOpon He UMELOT
nnueHann PAMNCU, nuueHsnatol PAMNCU opraHunaytoT n obecnedmatoT NMOO NO yKkasaHUo
BbILLECTOSILLEN OpraHn3aumm, nmbo Ha OCHOBaHWM [OrOBOPOB Ha OKa3aHue Ycnyr mno
KpunTorpagomMyeckon 3alumnTte KoHunaeHumnanbsHom nHopmauum.

5. NluueHsnatol AIMNCU HecyT OTBETCTBEHHOCTb 3a COOTBETCTBME MPOBOANMbBIX UMW
MEPOMNPUATUA MO opraHm3auum n obecnedeHnto 6e30nacHOCTU XpaHeHusi, obpaboTku wu
nepegayv no kaHanam cBssu ¢ ucnonb3oBaHnem CK3W koHdwuaeHumanbHon mHdopmaumm
NULUEH3NOHHLIM  TpeboBaHUAM M YCIOBUAM,  3KCMNyaTauMOHHOM U TeXHUYECKOW
AokyMmeHTauum k CK3U, a Takke nonoxeHuam Hactoswen NHCTpykuuu.

Mpn atom nuueHsmnatbl PAMNCU pomkHbl obecneumBaTb KOMMIIEKCHOCTb 3aLUUThI
KOH(puaeHUMansHon  WMHgopmaumn, B  TOM  4YUcne  MOCPeACTBOM  NPUMEHEHUS
HeKkpunTorpauyeckmx cpeacTs 3aLnThl.

6. [Ina pa3paboTkm 1 OCyLLEeCTBEHNS MEPONPUATUIA NO OpraHM3aumm n obecneveHmto
Oe3onacHOCTM  XpaHeHusi, o0b6paboTkm ©n nepegaym C  ucnonb3oBaHmem  CK3U
KOH(punaeHumansHon wuHdpopmauum nuueHsnat DAMNCKU cosgaer oguvH MM HECKOSbKO
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opraHoB KpunTorpadguyeckon 3awmTbl*(7), o 4em nucbmeHHo yBegomnsaeT GATCU.

[onyckaetcsa Bo3noxeHwe QYHKUUW opraHa Kpuntorpaduyeckon 3awuTbl Ha
cneumnarnbHoe CTPYKTYpHOe nogpasfjernieHve no 3awure rocyaapCTBEHHOW  TaWHbI,
ncnonb3ytoLlee ansa aToro wudposansbHble cpeacTsa.

KonnyecTtBo opraHoB Kpuntorpaduyeckon 3awmuTbl U UX YUCINEHHOCTb yCTaHaBnmBaeT
nuuensnat PAMCH.

7. OpraH kpuntorpagu4eckon 3almnTbl OCYLLECTBMSET:

NpoBEPKYy rOTOBHOCTM  obnagatenenm  KOHpUAeHUMAnNbHOW  UMHOpMauun K
camocTodaTenbHOMY ucnonb3oBaHuMilo CK3WM n cocTaBneHue 3akroyeHuin O BO3MOXHOCTU
akcnnyataumm CK3W (c ykasaHuem Tuna u HomepoB ucnonb3dyemblx CK3W, Homepos
annapaTHbIX, NPOrpaMMHbIX U annapaTHO-NPOrpaMMHbIX CPeACTB, rae YCTaHOBMEHbl UM K
KoTopbiM noakntodeHbl CK3U, ¢ ykazaHnem Takke HOMepOoB neyaten (NomMobupos), KOTOPbIMMK
onevataHbl (onnoMbupoBaHbl) TexHudeckne cpenctea, Bknwodad CK3W, u pesynbTaTtoB
npoBepkn pyHkunoHmpoaHnsa CK3N);

pa3paboTky MeponpuaTuin no obecneyvyeHnto GYHKUMOHUMPOBAHUS M ©Ge3onacHoOCTU
npumMmeHsembix CK3M B COOTBETCTBMM C YCMOBUSMWU BblAAHHbIX HA HUX cepTuduMKaToB, a
Takke B COOTBETCTBMM C OKCMNSlyaTauWOHHOM W TEXHUYECKOW [OOKYMeHTaumem K 3TUM
cpencTeam;

o6yyeHune nuu, ncnoneaytowmx CK3W, npasunam paboTtbl C HAMY;

NO3K3EMNNIAPHBLIN y4eT wucnonb3dyemblx CK3W, akcnnyaTauMOHHOM W TeXHU4eCcKom
AOKYMEHTaUumU K HUM;

yyeT obcnyxmBaembix obnagjatenen KoHUAeHUManbHOM uHOPMaUMKW, a Takke
hun3n4eckmnx nuy, HenocpeacTBEHHO AoNYLEHHbIX K pabote ¢ CK3N*(8);

nogavy 3asBok B QPAMNCU wnu nuueHsmaty, umetowemy nuueHsno DPAMNCU Ha
AeATerlbHOCTb MO M3rOTOBMEHWUIO KroveBblix AokymeHTOB*(9) ana CK3W, Ha usrotoBneHue
KIOYEBbIX JOKYMEHTOB WS UCXOLAHOW Kro4eBou MHopmaunn. N3rotoeneHne M3 MCXooHon
KNYeBON MHAOPMaLUK KITHoYEBBLIX AOKYMEHTOB, UX pacnpeneneHune, pacchisiky U yyeT;

KOHTpONb 3a cobnogeHmem ycroBun ucnonb3oBaHuss CK3W, ycTaHOBREHHbIX
aKcnryaTaumMoHHOM UM TexHuyeckon fokymeHTaumen k CK3W, ceptudumkatom DAMNCU wu
HacTosawen VHcTpyKumen;

paccnegoBaHve W COCTaBlieHMe 3aknioYeHurn Mo Jaktam HapyLleHWUs YCrioBUK
ucrnono3oBavns CK3W, koTopble MOryT npuBECTM K CHWKEHUIO YPOBHS  3alUnTbl
KOH(bMAeHUManeHoM WHgopMaumm; pa3paboTky U NPUHATME Mep MO npefoTBpaLLEeHMUIO
BO3MOXHbIX ONACHbIX NOCNeACTBMIA NOA0OHbLIX HApYLUEHWUN;

pa3paboTKy Cxembl OopraHmM3aumm Kpuntorpaguyeckon 3awmnTbl KOHMAEHUMANbHON
WHopMauumM (C yKasaHMEM HaAMMEHOBaHMS W pasMeELLUEHUA HMXKECTOSLWMX OpraHoB
Kpyntorpadu4eckon 3alimTbl, €Crnv TakoBble MMelTcs, obnagatenen KoHduaeHUMansHoM
WHdOpMaUuK, PEKBM3UTOB [OrOBOPOB Ha OKasaHWe YCryr no Kpuntorpaduyeckon 3awmrte
KOH(pmnaeHUmansHon uHdopmaumm, a TaKkke C YykasaHuem TunoB rnpumeHsieMbix CK3U
N KIHYEeBbIX [OOKYMEHTOB K HUM, BMOOB 3awumwaemMon uHdopmauuu, WCNonb3yemblX
coBMecTHO € CK3W TexHudeckmx cpenctB CBA3WM, NPUKNAQHOMO M OBLECMCTEMHOrO
nporpaMmMHoro obecneyeHnss U CcpeactB BbIMUCIIUTENBHON TEXHUKM). YKa3aHHYyK CXemy
yTBepxaaet nuueHsnat GATCH.

8. Obnapgatenu koHMuaeHUManbHOW MHMOPMaLMN, €CNN OHWU MPUHANW PEeLUeHne O
HeobXxo4MMOCTN KpUNTorpadnMyeckon 3alimTbl Takon MHOPMAaLMM WNW €Crn peLleHne O
HeobxoAuMOCTN ee KpunTtorpaduyeckon 3awmTbl B coOTBETCTBMM C [lonoxeHuem [1K3-99
MPUHATO FOCYAapCTBEHHbIMM OpraHaMy Unu rocyfapCTBEHHbIMM OpraHuM3aumsMm, obs3aHbl
BbIMOMNHATL yKa3aHUs COOTBETCTBYHOLLMX OPraHoOB KpuntorpaduMyeckon 3alumtbl N0 BCEM
BOMpocam opraHu3dauumn n obecneveHns 6e3onacHoOCTN xpaHeHus, 0bpaboTkn 1 nepegaym no
KaHanam cBsi3u ¢ ncnonb3oBaHnem CK3W koHdmnaeHumanbHONM nHpopmaumn.
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9. [Ona opraHuM3auMm B3anMOAEWCTBUS  obnapgartenen  KoHmaeHumanbHom
nHdopmauum, 6e3onacHOCTb XpaHeHns, 0bpaboTkM 1 nepeaayn nNo KaHanam CBA3W KOTOPOW C
ncnonb3osaHnem CK3W opraHusyoT n obecneunBatloT pasnuyHble nuueHsmatol PAMNCU, ns
co3daHHbiX aTumMnm  nuueHsnatamm  OGAMNCU  opraHoB  kpuntorpadumyeckon  3awuThbl
BblAENseTCAa  KOOPAWHWUPYIOLWMA  opraH  Kpuntorpaduyeckon 3awmtbl. Bce  opraHbl
Kpuntorpaduyeckon 3awmTtbl, obpasoBaHHble 3TUMKM nuueHanatamm DAIMNCK, obsaszaHbl
BbIMOMHATL  YKa3aHWA KOOPOMHMPYIOLWEro opraHa Kpuntorpadouyeckon  3alimTtbl MO
obecnevyeHnto Takoro B3anMoencTBus.

10. WHCTpyKuuK, pernameHTupylowme npoueccbl nNoaroToBkM, BBoAa, 00paboTku,
XpaHeHns wn nepegayn 3awmwaemon ¢ wucnonb3oBaHnem CK3W  koHpuaeHumanbHon
MHoOpMauuK, OOSKHbI cornacoBbiBatbCca € nuueHsnatom PAMNCU. Takue UHCTpyKUMK
NnoaroTaBnMBalOTCA  COMMAcHO  3KcnnyaTauMOHHOM WM TEXHMYECKOW [OKYMeHTauum Ha
COOTBETCTBYKOLLME CETU CBA3M, aBTOMaTU3MPOBAHHblE U WMH(OPMALMOHHbIE CUCTEMBI, B
KOTOpbIX nepenaetcd, obpabatbiBaeTca unn XpaHUTca KoHduAaeHUnaneHass nHpopmMauums, ¢
yyeTtom ucnonb3yemMmbix CK3W n nonoxeHnn Hactoswen MHCTpykumn.

11. JnueHsmnatel PAMNCU c yyeToM OCOBEHHOCTEW CBOEW [LEATENbHOCTU MOryT
paspabaTbiBaTb METOANYECKME pEeKOMEeHOALMM N0 NPUMEHEHNIO HacToswen VIHCTpyKuun, He
npoTuBopevallne ee TpeboBaHNSAM.

12. KnioueBble gokymeHTbl ansg CK3WM unu ncxogHasa kntodeBasa MHgopmaumsa ans
BbIpaboTKN KNtoYeBbIX AOKyMeHTOB uarotaBnmusatotcs GAMNCK Ha JoroBopHOWM OCHOBE wnu
ngamn, nmewwmmmn nuueHsnto PAIMNCU Ha peatenbHOCTb MO U3rOTOBIIEHMIO KMHOYEBbIX
AokymeHToB anst CK3U.

N3rotoBnATb KNoYeBble OOKYMEHTbl M3 MCXOAHOW KI4YeBOM WHdOopMauuu moryT
KOOPAMHMPYIOLWMIA  OpraH Kpuntorpaduyeckon 3awmtbl  (MpUM  €ero  Hanu4mm), OopraHbl
Kpyntorpadu4eckon 3awmTbl MM HEenocpencTBeHHO obrnagatenu KoHdumaeHumanbHOM
UHopMauumn, npumeHsaa wrtaTHble CK3W, ecnn Takass BO3MOXHOCTb MpeaycMoTpeHa
3KcnnyaTaunoHHOW N TeXHUYeCcKon AokymeHTaumnen k CK3U.

13. K BbINONHEHUIO 0683aHHOCTEN COTPYAHNKOB OPraHoB KpunTorpadmnyeckon 3awmThbl
nuueHsnatammn  GAMNCKU  pgonyckaloTca  nuua, wuMerowme HeobxoauMmbli  YPOBEHb
kBanudumkaumm gna  obecnedyeHnMsa  3aWmTbl  KOHMAeHUManbHOWM  uHdOpMauuM C
ncnorb3oBaHMeEM KOHKpeTHoro suaa (tuna) CK3W.

14. Nlvu, odopMmnsieMbix Ha paboTy B opraHbl KpunTorpaduyeckon 3awmTbl, creayeT
03HaKOMWTb C HacTosLwen NHCTpyKUmMen noa pacrumcky.

15. O643aHHOCTM, BO3NaraeMbleé Ha COTPYLAHMKOB oOpraHa KpunTtorpaguyeckomn
3aWmTbl, MOrYT BbINOMHATLCA LWTATHLIMU COTPYOHUMKAMW WU COTPYAHUKAMU  OpYrux
CTPYKTYPHbIX NoApa3aeneHuni, npmBrekaemMbiMum K Takon paboTte no COBMECTUTENLCTBY.

16. lNpwn onpegeneHun 06A3aHHOCTEN COTPYOHUKOB OPraHoB Kpuntorpaduyeckomn
3awmTbl nuueHanatbl PANCU gomKHbI yunTbiBaTh, YTO 6G€30MacHOCTbL XpaHeHusa, 0b6paboTku
N nepenayuv no KaHanam csaAsn ¢ ucrnons3osaHnem CK3W koHduaeHunansHon nHgopmaumm
obecne4vnBaeTcs:

cobnogeHnemMm  COTpygHMKaMM  OpraHoB  KpunTorpadmyeckon 3awuTbl  pexuma
KOH(pmnaeHUMansHOCTM nNpu obpalleHnun co cBeeHUSIMU, KOTOpble UM JOBEPEHbl UK cTanu
M3BECTHbI MO paboTe, B TOM 4uUCre CO CBEAEHUSMU O (PYHKUMOHMPOBaAHMM U Nopsake
obecneyveHunsa 6esonacHocTn npumeHsemMbix CK3U 1 kntoveBbIX JOKYMEHTaX K HUM;

TOYHbIM  BbINOSIHEHNEM COTPYAHVMKaMW OpPraHoB KpunTtorpaguyeckon 3aluThbl
TpeboBaHunn kK obecneyeHnto 6e3onacHOCTN KOHdMAEeHUNanbLHOM NHdoOpMaLWK;

HageXHbIM XpaHeHMeM COTPYAHWKaMu OpraHoB KpunTtorpaduyeckon sawmtbl CK3U,
3KCnnyaTauMoOHHOM U TEXHUYECKOM OOKYMEHTALUMN K HAM, KIOYEBbIX JOKYMEHTOB, HOCUTENEN
KOHoMAeHuUmanbHon nHgopmMauunu;

CBOEBPEMEHHbIM BbISIBIEHNEM COTPYAHUKAMM OPraHoB KpunTorpadouMyeckon 3aluThbl



NOMbITOK MOCTOPOHHMX ML MOMYYMTb CBEeJeHUs O 3alimuiaemMon KoHuAeHuuansHOu
nHdpopmauum, 06 ncnonbdyembix CK3U nnm knoyeBbIx JOKYMEHTax K HUM;

HeMeaJSIeHHbIM MPUHATUEM COTPYAHWKAMU OPraHoB KpunTorpadouyeckon 3awuTbl Mep
no npeaynpexneHvio  pasrnaweHus  3aluiiaemMblXx CBeAeHUMM  KOHMAEHUMAanbHOro
Xapaktepa, a Takke BO3MOXHOWN YTeYKU TakuX CBEAEHUN Npu BbiSBIIEHUU (PAKTOB yTpaTbl UNn
HegocTaun CK3W, kntoyeBbIX OOKYMEHTOB K HUM, YAOCTOBEPEHW, MPOMYCKOB, KMOYEN OT
NMoMeLLEHN, XpaHUNULL, cendoB (MeTannmMyeckmx WKadgos), NMNYHbLIX neyaTen n 1.n.

17. Ob6yyeHune n NnoBbILLEHNE kBanudukaumm COTPYLAHMKOB  OpraHoB
Kpuntorpaduyeckon 3almTbl OCYLLECTBNAIOT OpraHn3auumn, uMerLmve nuueH3nto Ha BegeHne
obpasoBaTenbHON OEeATENBHOCTU NO COOTBETCTBYHOLMM NporpaMmmam.

18. CoTpygHUKM opraHa KpunTtorpadmyeckon 3awmTbl AOSPKHbI UMETb pa3paboTaHHble
B COOTBETCTBUM C HacToswen WHCTpykumen wn yTBepaeHHble nuueHsnatom OAIMCU
dyHKUMOHanbHble 06a3aHHOCTU. O6beM M NOPAOOK O3HAKOMIEHMS COTPYAHWKOB OpraHoB
KpunTorpagoMyeckon 3awuTtbl C  KOHuAeHunansHoM uHdopMaumen onpegensieTcs
obnagatenem KOHMAeHUManNbHOM MHOPMaLMK.

O653aHHOCTM MexXay COTPyAHMKaMK opraHa Kpuntorpaduyeckon 3alimTbl LOSMKHbI
ObITb pacnpeneneHbl C y4eTOM MNepcoHanbHOW OTBETCTBEHHOCTM 3a coxpaHHOCTb CK3WU,
KNYEBOW SOKYMEHTaUMN N JOKYMEHTOB, a TakKe 3a NopyveHHble y4acTku paboThbl.

19. ®dusnuyeckme nuua pgonyckatotes kK pabote ¢ CK3WM  cornacHo nepedyHto
nonb3oBartenemn CK3M, yTBEpPXKOaeMOMy COOTBETCTBYHOLLMM obnagatenem
KOH(pmnageHumansHon wuHdopmauuun. [o Takoro yTBepXAeHUst TexHU4eckas BO3MOXHOCTb
ucnono3oBavns CK3W nvuamu, BKAKOYEHHBIMW B  [OaHHbIN  NepedYeHb, A0SmKHa ObiTb
corrnacosaHa ¢ nuueHsnatom GAMNCH.

Jnuensnatol PAINCH B pamkax cornacoBaHHbIX ¢ obnagatendamm KoHdmaeHUnanbHom
MHOpPMaUUKM MNONHOMOYMIA NO AO0CTYMNY K KOHpuaeHUuMansHOM uvHOopMauMm UMET npaso
yTBEPXAaTb TAaKoW nepeyeHb B OTHOLUEHUN NOOYNHEHHBIX UM LOSMKHOCTHbLIX JULL.

20. NMonb3osaTtenn CK3W ob65a3aHbI:

He pasrnawartb KoHuaeHUManbHy0 MWHMOpPMaUMo, K KOTOPOM OHW [ONyLlEeHbl,
pyGexu ee 3awmnTbl, B TOM YMCHE CBEAEHNSA O KPUMNTOKIOYAX;

cobnogatb TpeboBaHMs Kk obecneveHutro 6BGesonacHocTM  KOHdMAeHUManbHOWM
nHdopmMauum ¢ ncnosnb3oBaHnem CK3U;

coobuwaTb B opraH Kpyntorpagu4eckon 3almTbl O CTaBLLUMX UM U3BECTHLIMW MOMNbITKaX
NMOCTOPOHHUX NNL, NONy4nTb cBefeHus 06 ncnonbdyembix CK3U unu knoyesbix JOKyMeHTax K
HUM;

caoatb CK3W, akcnnyaTauMOHHYI0 M TEXHUYECKYID AOKYMEHTAUMIO K HUM, KI4YeBble
AOKYMEHTbI B COOTBETCTBUM C MOPSIAKOM, YCTAHOBMIEHHLIM HacToswen WMHCTpykuuen, npu
YBOMbHEHUN UM OTCTPAHEHMM OT UCMNOMHEHMS 0053aHHOCTEN, CBA3AHHbBIX C MCMOMb30BaHNEM
CK3U;

HemMeasIeHHO YBeAOMMSATb OpraH Kpuntorpaduyeckon 3awmTtbl 0 dpaktax yTpatbl Unm
HegocTaun CK3W, kntoyeBbIX JOKYMEHTOB K HAM, KITHOYEN OT NOMELLEHWI, XPAHUINLL, JINYHbIX
ne4yatem n o Apyrux pakrtax, KOTopble MOryT NPUBECTU K pasrnaweHuto 3alimiiaemMblX
cBefeHNN KOHMAEeHUMANbHOro xapakrtepa, a Takke O MNpUuyYnMHax U YCIioBUSAX BO3MOXHOW
YTEYKM TaKuX CBEAEHUN.

21. HenocpencteeHHO Kk paboTe ¢ CK3WM nonb3oBaTtenu OOMNycKalTCA TONMbKO nocrne
COOTBETCTBYIOLLEro 0by4eHus.

O6y4yeHune nonb3oBaTtenen npasunam padotel ¢ CK3W ocylecTBnsoT COTPYAHUKM
COOTBETCTBYIOLLErO opraHa Kpuntorpaduyeckon sawuTbl. [JOKYMEHTOM, NoATBepXAaroLum
AOJDKHYIO  cleunanbHyo MNOAroTOBKY MONb3oBaTenerM M BO3MOXHOCTL WX gonycka K
camocrtodaTtensHon pabote ¢ CK3W, saBnsetca 3aknoveHne, COCTaBMEHHOE KOMUCCUEN
COOTBETCTBYHOLLErO OpraHa Kpuntorpaduyeckon 3awimMTbl HA OCHOBAHWW MPUHATBLIX OT 3TUX



N1y, 3a4eTOB MO NporpaMmMe obyyeHus.

lll. Mopsapok obpaweHus ¢ CK3U n kpuntoknoyamm K HUM. MeponpuaTusa npum
KoMnpomeTauum KpunTtokrtoyen*(10)

22. lNpegHasHa4vyeHHble anst obecnedeHusi 6e30nacHOCTM XpaHeHusi, obpaboTkm wn
nepegayv no KaHanam cBsi3n KoHduaeHumansHon nHpopmaumm CK3U, a Takke kntoyeBble
OOKYMEHTbI K HMM He [OSMKHbl COAep)XaTb CBEAEHWN, COCTaBNSALWMX rOCYyAapCTBEHHYHO
TanHy.

23. B pbenepanbHbiX opraHax UCNOSTHUTENBHOW BNacTu Knoyesble JoKyMeHTbl, CK3U ¢
BBEAEHHbIMWN KPUMTOKIIOYAaMM OTHOCATCA K MaTepuaribHbiIM HOCUTESNSM, coaepXalium
CNyXebHylo UWHGOPMaLMIO  OrpaHMYEeHHOro pacnpocTpaHeHusi. [lpy  3TOM  OOMXKHbI
BbINOSTHATLCS TpeboBaHus HacToswen NHCTpyKLUmK n NHbIX AOKYMEHTOB,
pernameHTUpyloWwmnx nopsaaok obpalleHna co cnyxebHon wuHpopmaumen orpaHMY4eHHOro
pacnpocTpaHeHuns B doegeparnbHbIX OpraHax UCNOSTHUTESNbHOW BNacTu.

MHbiIM obnagatensm  KOHuAeHUManbHOM WHOpMauunM npu  obpalieHnn ¢
KntoueBbiMM  gokymeHTamu, CK3WM ¢ BBeAeHHbIMM  KpunToknYamu  Heobxoaumo
PYKOBOACTBOBATLCA HacTodALwen NHCTpyKumnen.

24. [ns opraHusauum n obecneveHnss 6Ge3onacHOCTM XpaHeHusi, obpaboTkn u
nepegaym no KaHanam CBS3M KOHMAEHUManbHOM MHGOpMauMM criegyeT MCnonb3oBaTb
CK3W, nosBonswowme  peanu3oBaTb  NpuvHUMN  aBOHEHTCKOro  WudpoBaHUs 1
npegycMmaTpusalrLme 3anucb KPUMTOKMAOYEN HA  OfEKTPOHHbIE  KIOYEBbIE  HOCUTENNU
MHOIFOKpPaTHOro (ONroBpeMEeHHOro) MCnosib3oBaHusa (guckeTbl, komnakT-guckn (CD-ROM),
Data Key, Smart Card, Touch Memory u T1.1.).

25. lMpn HeobxogMMOCTU nepedayn No TEXHUYECKUM CPeacTBaM CBSA3WN CRNYXeOHbIX
COOOLLIEHNI, KacaloLWKMXCs opraHm3aumm n obecnevyeHns 6e3onacHOCTN XpaHeHusi, o6paboTku
N nepegayu rno KkaHanam cBssu ¢ ucrnons3osaHmem CK3W koHumaeHUumansHoM nHdopmawmu,
COOTBETCTBYHOLLME yKa3aHMs Heobxoanmmo nepenasaTb, ToNbKo npumeHsss CK3W. MNepenava
No TEXHUYECKUM CpeacTBaM CBA3WM KPUNTOKIKOYEW He [0MnycKaeTcs, 3a WCKIoYeHnem
cneunanbHo OpraHM3oBaHHbIX  CUCTEM C  [OeueHTpanuM3oBaHHbIM cHabxxeHnem
KpUNTOKNOYaMu.

26. Wcnonb3yemble wunu xpaHumble CK3W, akcnnyaTauMoOHHaa W TexHW4eckas
OOKYMEHTauus K HUM, KIloMeBble [JOKYMEHTbl noasiexar MOo3K3eMMNNApHOMY Yy4veTy Mo
yCTaHOBMEHHbIM hopMaM B COOTBETCTBUKU C TpeboBaHnamu [NonoxeHus MK3-99. MNpu atom
nporpaMmmHble CK3W [OMmKHbI y4uTbiBaTbCA COBMECTHO C annapaTHbiMW CpeacTtBamu, C
KOTOPbIMM OCYLLECTBMNAETCA WX LWTaTHOE QYHKUMOHMpOBaHWe. Ecnu annapaTtHble wunu
annapatHo-nporpaMmHble CK3W nogkrnoyalTcs K CUCTEMHOW LUMHE WM K OOHOMY U3
BHYTPEHHMX WHTepdencoB annapaTtHbix cpenctB, To Takme CK3W yuuTbiBalOTCA Takke
COBMECTHO C COOTBETCTBYHOLLMMU annapaTHbIMU CpeacTBaMu.

EovHMUEen nNoak3eMnnsApHOro yyeTta KIHYEBbIX [JOKYMEHTOB CYMTAETCHA K4eBOM
HOCUTENb MHOrOKPATHOrO WCMNOMb30BaHUSA, KtoyeBon OnokHoT. Ecnnm oguMH M TOT Xe
KNKYEBOW HOCUTENb MHOIOKpPaTHO MCMOMb3YT AN 3annucy KPUNTOKIOYEN, TO ero Kaxkabln
pas cnefyeT permcTpupoBaTb OTAESbHO.

XKypHanbl noaksemnnsipHoro ydeta CK3W, oakcnnyaTaumMoOHHOM W TEXHUYECKOW
AOKYMEHTaUUM K HUM, KIYEeBbIX AOKYMEHTOB (npunoxeHus 1, 2 Kk WHCTpykunn) BegyT
opraHbl Kpuntorpaduyeckon 3awmTbl U obnagatenn KoHdbuaeHunansHon nHhopmaumm.

27. Bce nonyyeHHble obnagatenem KoHUAEHUManbHOW MHAOPMAaLMM IK3EMNIISPbI
CK3W, akcnnyaTauMOHHOM M TEXHUYECKOW AOKYMEHTAUMW K HUM, KITHOYEBbIX OOKYMEHTOB
AOJIMKHbI ObITh BblgaHbl N0, PAcnMCKy B COOTBETCTBYHOLLEM XXypHare No3K3eMnigpHOro yyeta


garantf1://10002673.200/
garantf1://10002673.200/
garantf1://88429.1000/
garantf1://81544.1100/

nonb3oaTtensam CK3W, HecyMM nepcoHaribHyt0 OTBETCTBEHHOCTb 3a UX COXPAHHOCTb.

OpraHbl kpuntorpadmyeckon 3almTbl 3aBOAAT M BeAyT Ha KaKaoro nonb3oBaTtens
CK3M nuueson c4yeT, B KOTOPOM pPerucTpupyrotr uucnsawmecs 3a Hum  CK3WU,
3KCNnyaTauMoHHYI0 U TEXHUYECKYH AOKYMEHTAUMIO K HAM, KNKYEBbIE JOKYMEHTHI.

28. Ecnu skcnnyaTaunoHHOW 1 TexHunyeckon aokymeHTaunen kK CK3W npegycmoTpeHo
NPUMEHEHNE Pa30BbIX KIHYEBLIX HOCUTENEN WUAN KPUMTOKHYM BBOASAT M XpaHAT (Ha BecCb
CpPOK ux geuncteug) HenocpeactseHHo B CK3W, To Takon pas3oBbIv KMIOYEBOW HOCUTESb UMN
3MEeKTPOHHasl 3anuCb COOTBETCTBYIOLWIErO KPUNTOKMYA AOSMKHbI  PEerMcTtpupoBaTbCa B
TEXHUYECKOM (annapaTHOM) ypHane (npunoxeHve 3 K WHCTpykuuum), Beaywiemcs
HenocpeacTBeHHO nonb3oBatenieM CK3W. B TexHnyeckom (annapaTtHOM) XXypHarne oTpaxatoT
Takke pJaHHble 06 oakcnnyataumm CK3W u  gpyrme cBedeHusi, nNpedycMOTPEHHble
aKcnnyaTtauMoOHHOM UM TEeXHUYEeCKOM [oKymeHTaumen. B UMHbIX cnydyasgx TexHUYecKun
(annapatHbIn) xypHan Ha CK3W He 3aBoauTcs (ecrnv HeT NpsiMbIX yKa3aHUW O ero BeJeHuu B
3KcnnyaTauMoHHOM NN TeXHUYeckon aokymeHTtaumm k CK3W).

29. lepepavya CK3W, skcnnyatauyuoHHOM WM TEXHUYECKOM [AOKYMEHTauum K HUM,
KNHOYEBbIX [OOKYMEHTOB [OMycKaeTca TONbkO Mexay nonb3oBaTtensmun CK3W w  (unn)
COTPpyOHVKaMW oOpraHa Kpuntorpadouyeckon 3almTbl NOL PacrnvcKy B COOTBETCTBYHOLLMUX
XXypHanax noak3eMnngapHoro yyeta. Takas nepegada mexay nonb3osatensamm CK3U gomkHa
ObITb CaHKUMOHMPOBaHa COOTBETCTBYIOLLMM OpPraHOM KpUNTorpadonuyecKkom 3amnTbl.

ObnapaTtenb KoHbnaeHumnansHom nHopmaLuunmn c cornacus opraHa
Kpuntorpadpuyeckon 3awntbl MoXeT paspewntb nepegadvyy CK3W, pokymeHTaumm K
HUM, KIHOYEBLIX [OOKYMEHTOB Mexay gonyweHHbiMn k CK3W nmuamm no aktam 6es
o6a3aTenNbHOM OTMETKM B XKypHane no3K3eMnasipHoro yyeTa.

30. TlMonb3oBatenn CK3WM  xpaHaT  uHcTannupytowme  CK3W  Hocutenu,
3KCnriyaTauMoHHYI0 U TEXHUYECKYH0 AoKyMeHTauuto K CK3W, knioyeBble JOKYMEHTbI B LWKadax
(Fwmkax, XxpaHunuwax) WHAMBMAYANbHOIMO MOMb30BAHUA B YCNOBUSAX, WCKHOYAOLLNX
BGECKOHTPOIbHbBIA AOCTYN K HAM, @ Takke X HenpeaHamMepeHHOEe YHUYTOXEHME.

Monb3osatenu CK3W npeaoycmaTpuBaloT Takke pasfernbHoe OesonacHoe XpaHeHue
OENCTBYIOLWNX U pPe3epBHbIX KIMOYEBbIX JOKYMEHTOB, NpefHa3HayYeHHbIX AN NPUMEHEHUs B
cny4yae KomnpomMmeTaunm OeNCTBYIOLLMX KPUMTOKITIOYEN.

31. AnnapatHble  cpeAcTBa, C  KOTOpbiIMM  OCYLLECTBMAeTCA lwraTHoe
dyHKkumoHnposaHue CK3W, a Takke annapaTHble 1 annapaTtHo-nporpaMmmHblie CK3W oomkHbI
ObITb 060PYAOBaHbI CPeACTBAMU KOHTPOSSA 3a UX BCKPbITUEM (OnevaTtaHbl, OnnoMonpoBaHb!).
MecTo onevaTtbiBaHus (onnombupoBaHus) CK3W, annapaTHbIX CpeacTB AOSMKHO ObiTb TakmMm,
4yTobbl €ero MOXHO ©Obino BM3yanbHO KOHTpoNUpoBaTtb. [lpyM HanNUuMM TexXHUYECKOW
BO3MOXHOCTM Ha Bpemsi oOTcyTcTBMs nonb3oBatenen CK3W  ykasaHHble cpefnctea
Heob6Xxo4MMO OTKMYaTb OT NNHUK CBA3M M YOmpaTh B oneYaTbiBaeMble XpaHuUumLLa.

32. CK3N un kntodeBble OOKYMEHTbI MOrMyT AOCTaBnATbCA (hbenbaberepckon (B TOM
yucrne BeJOMCTBEHHOM) CBA3bIO UMM CO crieumanbHO BblAeNeHHbIMU HapOYHbIMU U3 Yucna
COTPYAHMKOB OpraHa Kpuntorpagpuyeckon sawuTsl unm nonb3osatenen CK3W, ons koTopbix
OHW NpegHa3Ha4yeHbl, Npy cobnaAeHUn Mep, NUCKNIYaoLWMX 6ECKOHTPONBbHBLIN OCTYN K HAM
BO BpeMsI AOCTaBKM.

OKcnrnyaTauMoHHYI0 N TexHuYecky AokymeHtauuto kK CK3W MOXHO nepecbinaTtb
3aKasHbIMW UIN LLEHHBIMU NOYTOBLIMU OTNPAaBIEHUSIMA.

33. Ons nepecbinkn CK3W kntoueBble OOKYMEHTbl OOSKHbl OblTb MOMELLEHbl B
NPOYHYIO YNAKOBKY, UCKIOYAIOLLYH BO3MOXHOCTb UX (PU3NYECKOro NOBPEXAEHUSA U BHELLHETO
BO34ENCTBUSA, B OCOOEHHOCTM Ha 3anucaHHyto kroyeByto nHgopmaumio. CK3W nepeckbinatot
OTAENbHO OT KNHYEBbIX [AOKYMEHTOB K HMM. Ha ynakoBkax ykasblBalOT OpraH
Kpuntorpadgudeckon 3awmtbl unum nonb3oBatens CK3W, Oona KoTopbiX 3TU  ynakoBKU
npegHasHayeHbl. Ha ynakoBkax ans nonb3oBaTens CK3W pgenawt nometky "JIMyHO".



YnakoBKku oneyaTbiBalOT Taknm obpas3om, 4Tobbl MCKoYanacb BO3MOXHOCTb U3BMEYEHUS U3
HUX coaepXnmoro 6e3 HapyLLEeHNs YNakoBOK U OTTUCKOB NeYvatwu.

OdopmMneHHyto Takum 06pas3oMm ynakoBKy, Npu npegbsaBrieHun GenbacBa3bio
AONOMNHUTENbHBLIX TpeboBaHW, NOMELLAOT BO BHELLHIOK YNakoBKY, OPOPMIIEHHYIO COrMacHo
npeabsBnsemMbiM TpeboBaHuaM. [lo nepBoHayYanbHOW BbICLIKM (UMW BO3BpALLEHUS)
agpecaty coobwatwT OTAeNbHbIM MNUCLMOM OMUCaHWEe BbIChbINAEMbIX €My YNakoBOK U
neyaTten, KOTOPbIMU OHU MOTYT BbITb ONeYaTaHsbl.

34. [Insa nepecbinkn CK3W, akcnnyaTaunmoHHONM N TEXHUYECKON AOKYMEHTALMN K HUM,
KNIOYeBbIX OOKYMEHTOB crieyeT MnoAroToBUTbL COMPOBOAMTENBHOE MUCbMO, B KOTOPOM
HeobXxo4MMO yKasaTb, YTO MOCHINAETCA U B KaKOM KONMUYECTBE, YYEeTHble HOoMepa usgenun
UNn JOKYMEHTOB, a Takke, nNpy HeobXxoAUMMOCTW, Ha3HavyeHue U MOPSAOK UCMONb30BaHMUS
BbICbll@aemoro otnpasneHus. ConposoauTeribHOE NMCbMO BKNaAbIBaOT B OOHY U3 YNaKOBOK.

35. MNony4eHHble ynakoBKM BCKPbIBAKOT TOMbKO B OpraHe Kpuntorpagpuyeckon sawuTsl
unu numyHo nonb3oBaTtenun CK3W, ons koTopbiX OHM npefHasHayeHbl. Ecnv cogepxumoe
Nnosly4eHHOM YMaKkoBKW He COOTBETCTBYET yKa3aHHOMY B COMPOBOAUTENbHOM MNUCbME WUIv
cama yrnakoBKa M neyaTb - UX OnucaHuio (OTTUCKY), a TakkKe ecrniv ynakoBka noBpexaeHa, B
pesynbTate 4ero obpasoBancs CBOOOAHLIN OOCTYN K ee COAepXMMOMY, TO nonydatenb
COCTaBMSET aKT, KOTOPbIN BbICbITAeT OTNpPaBUTENIO, a NpU HeobxoaAnMocTn nHpopmmnpyeT 06
3TOM COOTBETCTBYHOLMMA OpraH Kpuntorpadpuyeckon 3awmutbl. [lonyyeHHble €  Takumu
otnpasneHnamn CK3W u knoveBble JOKYMEHThI 4O MOMYyYeHUsa yKkasdaHui OT OTnpaBuTens u
opraHa Kpunrtorpagunyeckon 3awmnTbl NPUMEHATb HEe pa3peLLaeTcs.

36. MNpun obHapyxeHUn 6pakoBaHHbIX KNHOYEBLIX AOKYMEHTOB UMM KPUMTOKIHOYEN OANH
aksemnnap OpakoBaHHOroO uM3genua  crnegyeT  BO3BPaATUTb  M3rOTOBUTENIO  Yepes
COOTBETCTBYHWOLUNN OpraH Kpuntorpauyeckon 3awmtbl AN YCTAHOBMEHUS  NPUYUH
npoucLueaLwero U nx ycTpaHeHns B AaribHenweM, a OCTaBLUMECs 3K3eMNNApbl XpaHUTb 00
NMOCTYNSIEHNA OOMNOSMHUTESNbHBIX YKasaHui OT opraHa Kpuntorpaduyeckon 3alimTbl WUIn
N3roToBUTENS.

37. JlvnueHnsnat DAIMCKU, ponyctMBwMM Opak npuM  M3rOTOBMEHUN  KIHOYEBbLIX
AOKYMEHTOB, C LIENbl0 BbISBMEHMSA NPUYMH CriyumBLueroca moxeT obpatutecs B PAIMNCU ana
npoBefeHUst Ha LOroBOPHOM OCHOBE 3KCNepTU3bl BpakoBaHHbIX KITHOYEBbLIX AOKYMEHTOB.

38. lMonyyeHne CK3W, akcnnyaTauMOHHOWM W TEXHUYECKOW [AOKYMEHTauun K HUM,
KMOYEBbIX [OKYMEHTOB [OSDKHO ObiTb NOATBEPXOEHO OTNpaBUTENO B COOTBETCTBUMM C
NopsiAKOM, yKa3aHHbIM B CONPOBOANTENBHOM nNnucbme. OTnpaBuTenb 0683aH KOHTPONMpPOBaTb
AOCTaBKy CBOMX OTnNpaBneHun agpecaTtam. Ecnn oT agpecata cBOeBPEMEHHO He MOCTYNUMO
COOTBETCTBYIOLLEro MNOATBEPXKOEHUS, TO OTNpaBuTelNb LOSMKEH HanpasBuTb €My 3anpoc wu
NPUHATb MEPbI K YTOYHEHUIO MECTOHAXOXAEHNS OTNPaBAEHUN.

39. 3aka3 Ha M3roToBMEHNE OYepedHbIX KITHOYEBbIX OJOKYMEHTOB, UX U3rOTOBMEHUE U
paccbifiky Ha MecTa UCMorb30BaHWUS ANS CBOEBPEMEHHOW 3aMeHbl AEUCTBYIOLWMX KIOYEBbIX
AOKYMEHTOB crnegyeT npoum3BoavTb 3abnaroBpeMeHHO. YKasaHve O BBOAE B [Oencteue
oYepeHbIX KITYeEBbIX JOKYMEHTOB MOXET ObiTb AAaHO TOSIbKO MOCre MOCTYynreHns B opraH
Kpuntorpaduyeckon 3alimTbl NOATBEPXAEHUA OT BCEX 3aMHTEepecOBaHHbIX Mosib3oBaTeremn
CK3W o nonyyeHnn nmm ovepeHblX KNoYeBbIX JOKYMEHTOB.

40. Paccbinka wmsrotaBnueaemblx  PAMNCU  knodeBbIX  JOKYMEHTOB UMK
NCXOOQHOW KIo4YeBOW WHopmauum Ha MecTa WCNONb30BaHUS MOXET Mpou3BoaUTLCS
dheepanbHbIMM OpraHamMu nNpaBUTESNLCTBEHHOM CBA3WM UM MHGOpMauun. Takas paccbinka
OCYLLeCTBMNSAETCA MO 3asBKaM opraHa Kpuntorpaduyeckon 3awuTbl WU - 3asiBKaM
KOOPAMHUPYIOLLEro opraHa Kpuntorpauyeckon 3awuTbl (NPU ero HanvymMm) Ha LOroBOPHOM
OCHOBe.

41. Hewucnonb3oBaHHble WNW BbIBEAEHHbIE W3 OEUCTBUS KIHOYEBbIE [OKYMEHTHI
nognexar BO3BpalLeHWI0 B OpraH Kpuntorpaduyeckon 3awuTbl UM NO €ro ykKasaHuio



AOJIDKHbI ObITb YHUYTOXEHbI HA MeCTe.

42. YHWYTOXEHME KPUNTOKMYEN (MCXOQHOW KIoYeBOW MHGOpPMaLMKU)  MOXET
NPOU3BOAUTLCA NYTEM (PU3NYECKOTO YHUYTOXEHUS KIHOYEBOro HOCUTESS, Ha KOTOPOM OHU
pacnosioXeHbl, UNN MyTeM CTUPaHUsS (paspyLUeHWUs) KpunToknoYen (MCXOAHOW KNoYeBOU
nHpopmauumn) 6e3 noBpexaeHnsa KroyeBoro HocuTens (ana obecnevyeHms BO3MOXHOCTU €ro
MHOrOKPaTHOro UCMNOSb30BaHNS).

Kpuntoknoum (MCXOAOHYK  KMOYEBYD MHAOPMaUMO) CTUpalT MO TEeXHOroruu,
NMPUHATON AONS COOTBETCTBYIOLMX KIOYEBbLIX HOCUTENEN MHOrOKPaTHOro MCMOfb30BaHUS
(ancket, komnakT-guckoB (CD-ROM), Data Key, Smart Card, Touch Memory u T.n.).
HenocpeacTBeHHble OEWUCTBUS MO CTUPAHUIO  KPUNTOKIKOYEN (MCXOOHOM  KITHOYEeBOW
WHoOpMauuKM), a TaKkKe BO3MOXHble OrpaHMYeHUs Ha [danbHeuwee npuMeHeHue
COOTBETCTBYHOLUMNX KITHOYEBbIX HOCUTESEN MHOrOKPaTHOIO MCNOMb30BaHUSA perfnaMeHTUpyTCA
3KCnnyaTaunMoHHON M TEXHUYecKon AOoKymeHTaumen kK cootseTcTBylowmm CK3W, a Takxe
yKasaHnaMu opraHusauumn, npou3BOAMBLLEN 3anUCb KPUNTOKIOYEN (MCXOLHOW KNHYeBOW
MHdopMauun).

KntoyeBble HOCUTENWN YHUYTOXAKOT MNYTEM HAHECEHUS UM HEeYCTPaHUMOro on3n4eckoro
NOBpEXAEHNHA, UCKNIYaLWero BO3MOXHOCTb UX UCMONb30BaHNA, a Takke BOCCTaHOBEHUS
KrtoyeBon nHopmMauumn. HenocpeacreeHHble ENCTBUSA MO YHUUTOXEHUIO KOHKPETHOIO Tuna
KNKYEBOro HOCUTESSA pernaMmeHTUPYHTCA SKCMyaTaunmoHHON U TEXHUYECKOW JOKYMeHTaumen
K cootBeTcTBytowMMm CK3W, a Takke ykasaHUsMU OpraHusauuu, Npou3BOAUBLLEN 3anucb
KPUNTOKNIOYEN (MCXOOQHOWN KITto4eBOW MHopMaLmm).

BymaxHble 1 npoyne cropaemMble KIYeBble HOCUTENU, a Takke 3KCnnyaTaumMoHHas v
TexHnyeckasa gokymeHtaums kK CK3U yHM4YTOXaoTCS NyTEM CKUraHMs UM ¢ NOMOLLbHO NMobbIX
BymaropesaTtenbHbIX MaLlUVH.

43. CK3WU yHuuTOXaloT (YTUNM3NPYIOT) B COOTBETCTBUM C TpeboBaHusmu [MonoxeHns
MK3-99 no peweHunto obnagartens KoHduaeHUManbHon nHgpopmaumn, enagetowiero CK3U, n
no cornacosaHuio ¢ nuueHsnatom GAMNCH.

HameuyeHHble K yHnuTOXeHuno (yTununsaumm) CK3U nognexaT nsbatuio n3 annapaTHbIX
CpeacTB, C KOTOpbIMU OHU yHKUMOHMpoBanu. Mpu atom CK3W cumtaloTcs usbATbIMU U3
annapaTHblX CPeACcTB, €CNW  UCMOMHEHa npedyCMOTPEeHHas  3KCnfyaTauuMOHHOM W
TexHuyeckon pokymeHtaumen Kk CK3W npouenypa yaaneHus nporpaMmHoro obecneyeHus
CK3W 1 oHM NONHOCTBLIO OTCOEAMHEHbI OT annapaTHbIX CPEeACTB.

44. TlpurogHble ONA AanbHEWWEro MCNonb3oBaHWA Yy3Mnbl W AeTanu annapaTHbIX
cpeAcTB obWero HasHayeHus, He npeaHa3HadeHHble crneumanbHO Ans  annapaTtHom
peanusauuun Kpuntorpaguyeckmx anroputMoB Unn uHbix pyHkuum CK3W, a Takke cCOBMECTHO
paboTatowee ¢ CK3UM obopynoBaHue (MOHUTOPLI, NPUHTEPLI, CKaHepPbl, KnaBvatypa u T.n.)
paspeliaeTcs ucnonb3oBaTtb nocne yHuutoxewnss CK3W 6e3 orpaHumyenunin. [lpyn aTom
NMHopmauus, KoTopasi MOXeET OCTaBaTbCs B YCTPOMCTBAxX NamaTn obopynoBaHusa (Hanpumep,
B MpUHTEpax, CkaHepax), AomkHa OblTb HaAEeXHO yaaneHa (ctepTa).

45. Knwo4eBble [OKYMEHTbl A0SMKHbl OblTb YHUYTOXEHbI B CPOKW, YyKas3aHHble B
3KCnnyaTauuoHHON M TEXHUYECKOM OOoKyMeHTauuu K cootseTcTByowmnm CK3W. Ecnu cpok
YHUMTOXEHUSA SKCMnyaTaumoHHOM W TEXHWYECKOW [AOKYMEHTaumen He YCTaHOBMEeH, TO
KntoveBble JOKYMEHTbI AOMKHbI ObITb YHUUTOXEHbI HEe no3gHee 10 cyTok nocne BbiBoAa UX U3
aencteust  (OKOHYaHMA  cpoka  genctemd). DakT  YHUUTOXEHUS  odpopMnisieTcs B
COOTBETCTBYIOLLMX XypHanax MOo3K3eMnnapHoro y4yeta. B 3T Xe Cpokm C OTMETKOM B
TEXHMYECKOM (annapaTHOM) KypHane noafiexaTt YHUYTOXEHUIO pa3oBble KIo4veBble
HOCUTENU W paHee BBeAeHHas W XxpaHdwaaca B CK3W unn uvHbIX OONONHUTENbHbIX
YCTPOWCTBAX K4eBasd WHGOpMauuns, COOTBETCTBYIOLAA BbIBEAEHHbIM W3 OENCTBUS
KPUNTOKNIOYaM; XpaHAWMecs B Kpuntorpauyecku salimweHHOM BuAe [AaHHble crnegyet
nepewndpoBaTb Ha HOBbIX KPUNTOKITHOYaX.
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46. PasoBble Kkr4YeEBbIE HOCUTENW, a TakKkKe INIEKTPOHHbIE 3anucu KIto4eBON
nHpopmauum, COOTBETCTBYHOLLEN BbiBE4EHHbIM n3 JencTeus KpUNTOKIo4aM,
HenocpeactBeHHO B CK3UM unuM uWHbIX OOMOMHUTENbBHBLIX YCTPOMCTBAX YHUYTOXAKOTCH
nonb3oBatensammn aTux CK3W camocTtoaTtenbHO Noa pacnmcky B TEXHUYECKOM (annapaTHOM)
XypHane.

KnoueBble [OKYMEHTbl yHuMYTOXawTcsa nmbo nonb3oBatenamu CK3W, nubo
COTPpyOHVKaMW oOpraHa Kpuntorpadouyeckon 3almTbl NOL PacrnvcKy B COOTBETCTBYHOLLNX
XKypHanax nMo3K3eMMAsipHOro y4veta, a YHUYTOXeHWe 6onbworo obbema KIYeBbIX
AOKYMEHTOB MOXET 6biTb odhopmneHo aktoM. [Npu aTom nonb3osatenam CK3W paspelwaeTtcsa
YHUYTOXaTb TOSIbKO MCMOSb30BaHHbIE HEMOCPEACTBEHHO UMK (NpefHa3Ha4YeHHble ANS HUX)
Kpuntokntoun. llocne yHuuToXeHus nonb3oBatenn CK3WM gomkHbel yBeOOMUTb 06 3TOM
(TenedoHorpamMmon, yCTHbIM coobLieHneM no TenedoHy M T.n.) COOTBETCTBYHOLLMA OpraH
Kpuntorpaduyeckon 3alimTbl A1 CNUCAHUS YHUYTOXEHHbIX OOKYMEHTOB C WX NULEBbIX
cyeTtoB. He pexe ogHoro pasa B rog nonb3oBatenn CK3W gomkHbl HanpaBnsaTb B OpraH
Kpyntorpadu4yeckon  3alimTbl  MUCbMEHHbIE  OTYETbl 00  YHUYTOXEHHBLIX  KIHOYEBbIX
AokyMmeHTax. OpraH kpunTtorpaduyeckon 3alimTbl BrpaBe ycTaHaBnNMBaTb MNEPUOLUYHOCTb
npeacTaBneHns ykasaHHbIX OTYETOB Yalle OJHOro pasa B rof.

YHUYTOXEHNE MO akTy NpOU3BOAMT KOMUCCUS B COCTaBe He MeHee [BYX YerloBeK U3
yucrna COTPYOHUKOB oOpraHa kKpuntorpadudeckon 3awmtbl. B akTe ykasbiBaeTcd, 4TO
YHUYTOXaeTCs U B KAKOM Konmn4yecTBe. B KOHUe akTa genaeTcs utToroBasa 3anuch (Lmngpamm un
NPOMUCbID) O KONMUYeCTBE HAMMEHOBaHUA U 3K3EMMMSPOB YHUYTOXAEMbIX KIHOYEBbIX
AOKYMeHTOB, uHcTannmpytowmx CK3W HocuTenen, akcnnyaTauMOHHOM W TEXHUYECKOW
AOKyMeHTauun. McnpaBneHus B TEKCTe akTta LOMKHbl ObiTb OroBOpPEHbl M 3aBeEpEHbI
noanNUCAMM BCEX YNEHOB KOMUCCUM, MPUHUMABLUNX ydacTue B yHUYTOXeHUn. O npoBegeHHOM
YHUYTOXEHUN AeNnarTca OTMETKM B COOTBETCTBYHOLLMX XKYypHanax noak3eMnnsapHoro yyeTa.

47. KpunToKsioun, B OTHOLLEHNN KOTOPbIX BO3HUKITO NO4O3PEHME B KOMMIpoMeTauuu, a
TaKke OEenCTBylOWMEe COBMECTHO C HUMW Apyrne KpUMTOKIHYM HeobXoaumMo HeMeasleHHO
BbIBECTUN U3 OENCTBUSA, €CNU NHOW NOPSLOK HE OrOBOPEH B 3KCMyaTauMOHHON N TEXHUYECKON
pokymeHTauun k CK3W. O BbiBOge KpunTokmwyen w3  Oenctema coobuwalT B
COOTBETCTBYWOLLUMNA OpraH Kpuntorpadpuyeckon sawmtbl. B 4ypesBblbanHbIX crnyyasx, Koraa
OTCYTCTBYIOT KPUMNTOKMIOUN OS5 3aMEeHbl CKOMMPOMETUPOBAHHbIX, AOMYyCKaeTCA, MO PeLLeHnto
nuueHsnata PAMNCHU, uncnonb3oBaHME CKOMMNPOMETUPOBAHHbLIX KpuUMTOKNoYen. B aTom
criyyae nepuvog  UCMonb30BaHWUS CKOMMPOMETUPOBAHHBLIX KPUNTOKMOYEN [OO0SMKEeH ObiTb
MakCMMarnbHO KOPOTKMM, a nepeaaBaemas UHopMaumus Kak MOXXHO MeHee LIEHHOWN.

48. O HapylweHusax, KOTopble MOryT MPUBECTU K KOMMNPOMeTauun KPUMTOKIYEn, nx
COCTaBHbIX YacTel wnM nepefaBaBLlUENCa  (XpaHAWeEencd) C  UX  UCMNOSb30BaHUEM
KOHpmaeHumanbHon  uHdopmauuun, nonb3oBatenn CK3WM  o0b6si3aHbl coobwaTtb B
COOTBETCTBYHOLWMI OpraH Kpuntorpadguyeckon 3awmtbl. OCMOTP KIOYEBLIX HOCUTENEN
MHOIFOKPaTHOro MCMNOSIb30BaHUA MOCTOPOHHUMM NUUaMW He credyeT paccMmaTpuBaTb Kak
nogo3peHne B KOMNPOMETaUUM KPUMNTOKMIOYEN, €CriM NPU 9TOM UCKIKoYanacb BO3MOXHOCTb
nx KONMMpoBaHUS (4TeHus, pa3sMHOXeHUs). B crnyyasx HegocTauu,
HenpeabsBEHUS KIHOYEBBLIX JOKYMEHTOB, a TakkKe HeonpeaeneHHOCTU UX MECTOHaXOXAEHUS
NPUHUMAKOTCH CPOYHbIE MePbI K NX PO3bICKY.

49. Meponpuatma no po3bICKy W fokanusauMm nocneactsmin  KoMnpomeTaunm
KOH(pmnaeHUmansHon uHopmaumn, nepenaBaBLUENCH (XpaHSLWENCcs) C MCNofib3oBaHWEM
CK3Wu, opraHusyeT n ocyulecTBngaeT obnapatenb CKOMMPOMETUPOBAHHON
KOH(pmnaeHUmansHon nHopmaumu.

50. NMopsagok onoselleHns nonb3osartenen CK3M o npegnonaraemon KomnpomMmeTaumm
KPUNTOKNIOYEW M MX  3aMeHe  YyCTaHaBfMBaeTCA  COOTBETCTBYWOLMM  OpraHoMm
KpunTtorpaduyeckon 3awmtbl unn GAMCH.



IV. PasmeweHune, cneymnanbHoe o60pyaoBaHMe, OXpaHa U OpraHM3aumsa pexuma B
nomeLleHusX, rae yctaHoBneHbl CK3U unu xpaHATcs KnoveBble JOKYMEHTbI K HUM

51. PasmeweHne, cneumanbHoe obOpyAOBaHME, OXpaHa W OpraHu3auus pexuma B
nomeleHnax, rge ycrtaHosneHol CK3W mnu xpaHAatca knoyeBble OOKYMEHTbl K HUM*(11),
AOIMKHbl  obecneumBaTb COXPAHHOCTb KOHMAeHUmanbHon wHdopmauun*(12), CK3W,
KNKYEBbIX JOKYMEHTOB.

Mpn obGopyooBaHUM cneuynomeLleHnn  OOSKHbl  BbIMOMHATLCA  TpeboBaHua K
pasmelleHnto, MoHTaxy CK3W, a Takke pgpyroro obopyaoBaHusi, (PYHKLWMOHMPYIOLWErO C
CK3W.

MepeuyncneHHble B HacToswen VHCTpyKumMm TpeboBaHus K cneynoMeLLeHnsam MOryT He
npegbaBnaTbCA, €cnuM  3TO  NpedycMoTpeHo  npasuvnamy  nonb3oBaHna  CK3WU,
cornacoBaHHbiMun ¢ GAICH.

52. CneunomelleHns BbIAENAKT C Y4ETOM pPasMepoB KOHTPONMUPYEMbIX 30H,
pernamMeHTUPOBaHHbIX 3JKCMyaTauuoHHOM W TexHuYeckonm [gokymeHTaumen k CK3N.
CneunomMelleHna OOMKHbl UMETb MPOYHblE BXOAHbIE OBEpUM C 3aMKaMu, rapaHTUpyoLuMn
HageXHoe 3akpbiTue crneunomeweHmn B Hepaboyee Bpemda. OkHa cneunoMeLleHuHn,
pPacnonoXeHHbIX Ha MepBbIX UK NOCMEeAHUX dTaXax 34aHWK, a Takke OKHa, Haxoaswmecs
OKOIO MOXapHbIX nNecTHUW W ApyrMx MecCT, OTKyda BO3MOXHO TMNPOHUKHOBEHWE B
crneynomMeLleHms  NOCTOPOHHMX  nuvud, Heobxogmmo  obopygoBaTb  MeTanfMyecKuMu
peweTkamu, UNU CTaBHSAMW, WUAN OXPAHHOW CUrHanu3aumen, unv Opyrmmu cpencreBamu,
NPenATCTBYOLLMMU HEKOHTPONMPYEMOMY NPOHUKHOBEHUIO B CreLnoMeLLeHUS.

53. Pa3melweHune, cneumnanbHoe obopyaoBaHME, OXpaHa W OpraHu3aums pexuma B
cneynoMeLLEHNAX OpraHoB KpunTorpadonyeckon 3allmnTbl OOSDKHbI UCKIIOYNTE BO3MOXHOCTb
HEKOHTPONIMPYEMOIrO MPOHUKHOBEHUS UMW NPebbIBaHNA B HUX MOCTOPOHHMX NUL, a TakKke
NpPOCMOTpPa NOCTOPOHHUMM NMLLAMWN BEQYLLUXCHA TaM paborT.

54. Pexnm oxpaHbl creynoMeLlleHnn opraHoB Kpuntorpadouyeckon 3alluuTbl, B TOM
yucne npaeBuna [onycka COTPYAHMKOB M nocetutenen B paboyee n Hepabouvee Bpewms,
ycTaHasnmBaeT nuueHsnaTt GPAIMNCH no cornacosaHuto, Npyu HEOBXo0AMMOCTU, C obrnagaTenem
KOH(pmnaeHumansHom MHopMauuu, B nomMeLLeHnAxX KOTOpOro pacnonaraeTcs
COOTBETCTBYIOLLUNN OpraH Kpuntorpaouyeckon 3alimTbl. YCTAHOBIEHHbLIM PEXUM OXpaHbl
OOJDKEH npeagycMmaTpuBaTb NEPUOANYECKUA KOHTPOSb 38 COCTOSIHUEM TEXHUYECKUX CPpeacTB
OXpaHbl, ECMN TaKOBbIE MMEKOTCH, a TakkKe YYNTbIBaTb NONOXEHMS HAcTosALWeN MHCTpyKUnn.

55. [1Bepu cneunomMeLleHnin OpraHoB Kpuntorpaduyeckon 3alimTbl OOSKHbI ObiTb
NOCTOSIHHO 3aKPbITbl HA 3aMOK M MOTYT OTKPbIBAaTbCA TOSbKO A5 CaHKLUMOHMPOBAHHOIO
npoxoAa COTPYOHUKOB U nocetutenen. Knwum ot BXOOHbLIX ABEPEN HYMEPYIOT, YYUTbIBAKOT U
BblOAlOT COTPYAHUKaAM OpraHoB KpunTorpadmnyeckon 3awmTbl 004 pacnuncky B XXypHane yyeta
xpauvnuwy. [Oybnukatbl KryYen OT BXOAHbIX ABEPEr Takux CcneurnomelleHun cnegyet
XpaHUTb B cendpe pyKoOBOOUTENS oOpraHa Kpuntorpaduyeckon 3alinTbl. XpaHeHue
AyGnvKaToB Krtoven BHE NOMELLEHNI OpraHa Kpuntorpagouyeckon 3almTbl He ONYyCKaeTCs.

56. [na npegoTBpalleHMa  NpocMoTpa  WM3BHE  CNELNOMELLEHMA  OpraHoB
Kpuntorpadnyeckon 3amThbl MX OKHA OOMKHbI ObITh 3aLLMLLEHBI.

57. CneuynomelwieHnsa opraHoB KpunTorpadouMyeckon 3almTbl, Kak NnpaBuIio, AOJTKHbI
OblTb OCHaLleHbl OXPaHHOW CUrHanuMsauuemn, CBA3aHHOW CO CNyx0ou oxpaHbl 34aHUa unu
AEXYPHbIM MO opraHusauuu. KMcnpaBHOCTb CuUrHanusaumm nepuoamnyvyeckn Heobxoammo
NpoBepsATb PYKOBOOAUTEM OpraHa Kpuntorpauyeckon 3awuTbl UM NO ero nopyyvyeHuto
APYromy COTPYAHMKY 3TOr0 OpraHa COBMECTHO C npeacTaBuTenem cryxbbl oxpaHbl WUnu
AEXYPHbIM NO OpraHM3aunmn ¢ OTMETKOW B COOTBETCTBYHOLLMX XypHanax.



58. Kaxgbim opraH kpuntorpauyeckon 3alnTbl AN XPaHEHUA  KIHYeEBbIX
OOKYMEHTOB, 3KCMnsyaTauuMoHHOM U TEXHUYECKOM [LOKYMeHTauuu, uHctannmpyrowmx CK3U
HOoCcuTenen [OOSMKEH MMEeTb HeobXoouMMOe YMCNO HaAeXHbIX MeTanfMYeCcKUX XpaHunui,
000pyaOBaHHbIX BHYTPEHHUMU 3aMKaMuM C OBYMSI 3K3eMMAsipaMmu KIoyYerm U KoOOBbIMU
3aMKaMu Uiy npucnocobneHnsMmn ansa onedatbiBaHUSA 3aMOYHbIX CKBaXXMH. OOQuH aK3emnnsap
Knoya OT XpaHunuwia OOSMKEH HaxXoAUTbCHA Yy COTPYAHMKA, OTBETCTBEHHOIO 3a XpaHWUIMLLE.
Ay6nukaTbl Knovern OT XpaHWNULL, COTPYAHWKM XPaHAT B cendbe pyKOBOAMTENsS OpraHa
KpunTorpagoM4yeckon 3aLUunThbl.

Ay6nukaT Knoya oT XpaHunuila pykoBOAUTENS opraHa Kpuntorpaduyeckomn 3almTbl B
onevyaTaHHOM YNakoBKe [JOMKeH ObiTb nepegaH Ha XpaHeHue [LOSMKHOCTHOMY nuuy,
Ha3Ha4Yaemomy nuueHsnatom PAIMCIK, noa pacnucky B COOTBETCTBYIOLLEM XypHarne.

59. lo okoH4yaHun paboyero AHA cneurnoMeLleHuMss opraHa KpunTtorpaduyeckom
3aWUTbl M YCTAHOBMIEHHbIE B HUX XpaHUNUWa [OSKHbl OblTb 3aKpbIThbl, XpaHWNULLA
onevyaTaHbl. Haxogsiwmecs B Nonb30BaHMM KIOYM OT XpaHWUNUL, OOMKHbI ObiTb cAaHbl NoA
pacnucky B COOTBETCTBYIOLLEM XypHane pykoBogMTEmNto opraHa Kpuntorpaduyeckon 3allmTbl
Unn nmuy, UM YNoriHOMOYEHHOMY (OEXYPHOMY), KOTOPbIE XPaHAT 3TU KMOYM B NIMHHOM WUIK
crneunarbHO BblAENEHHOM XpaHUmuLLe.

Kritoum OT cneunomelleHun, a Takke KIY OT XpaHunuvwa, B KOTOPOM HaxogsaTca
KNIOYM OT BCEX APYrMX XpaHUIULL, OpraHa Kpuntorpauyeckon 3awnThl, B oneyaTaHHOM Buae
AOSKHbI BbITb COoaHbl NOA pacnuCcKy B COOTBETCTBYHOLEM XypHane cnyxbe oxpaHbl uvnu
AEXYPHOMY MO oOpraHu3aumm OOHOBPEMEHHO C nepefaden noa OxpaHy caMux
cneunomewieHnn. [evyaTn, npegHasHayeHHble L9 OneyaTbiBaHUS XPaHWUMULL, OOJTKHbI
HaxoAUTbCA Y COTPYOHUKOB OpraHa Kpuntorpauyeckon 3alumuTbl, OTBETCTBEHHbIX 3a 3TU
XpaHunuwia.

60. MNpu yTpate knw4ya OT XpaHWNULWa unM OT BXOAHOW OBepu B crnelnomMmelleHue
opraHa Kpunrtorpaduyeckon 3awuTbl 3aMOK HeObXOAMMO 3aMeHUTb UM nepefenaTtb ero
CEKpPeT C U3rOTOBNEHMEM K HEMY HOBbIX KMKOYEW C OOKYMeHTasnbHbIM OoopmneHunem. Ecnu
3aMOK OT XpaHunuwa nepefenatb HEBO3MOXHO, TO Takoe XpaHunuvwe Heobxoammo
3aMeHUTb. [1opagoK XpaHeHUsT KINoYEBbIX U APYrMX OJOKYMEHTOB B XpaHunuiie, OT KOTOPOro
yTpayeH K4, A0 W3MEHEHUA CeKpeTa 3amMKa YCTaHaBfMBaeT PYKOBOAUTENb OpraHa
Kpuntorpadnyeckon 3amThbl.

61. B 0ObIYHbIX YCNOBMSIX CneunoMeLlleHns opraHa Kpuntorpaduyeckon 3awmThbl,
Haxo4sALWMECa B HUX OnevaTaHHble XpaHunuia MoryT OblTb BCKPbITbl TOSIbKO COTPYAHUKaAMM
opraHa Kpuntorpadu4eckon 3aLLnThbl.

Mpn oBGHapyXeHuM NPU3HAKOB, yKasbliBaOLMX HA BO3MOXHOE HECaHKLWMOHMPOBaHHOE
NPOHUKHOBEHNE B 3TU CNELNOMELLEHUS UMM XpaHUMLLA NOCTOPOHHMX N1L, O CryYMBLLIEMCS
AOIMKHO OblTb HEMEANEHHO COOBLIEHO PYKOBOAUTENIO OpraHa Kpuntorpaguyeckon 3alumThbl.
MpubbiBLLUME  COTPYAHWKM OpraHa Kpuntorpadouyeckon  3alimTbl  AOSMKHbI  OLEHUTb
BO3MOXHOCTb KOMMNPOMETaLUUN XPaHSALLMXCA KNHYEBLIX N APYrMX OOKYMEHTOB, COCTaBUTb aKT
N NPUHATb, NpU HeobXoAMMOCTW, Mepbl K FfoKanu3auuvm NOCneacTBUn KomMnpomeTaumm
KOH(pmnaeHUmMansHON MHopMaLumn 1 K 3aMeHe CKOMNPOMETUPOBAHHBIX KPUMTOKITHOYEN.

62. PasmeweHne wn wmoHTax CK3W, a Takke pgpyroro obopyaoBaHus,
dpyHkumoHupytowero ¢ CK3W, B cneunomelrteHnsx nonb3osatenen CK3UW gomkHbl cBeCcTu K
MVHUMYMY BO3MOXHOCTb HEKOHTPOMMPYEMOro AO0CTyna MOCTOPOHHMUX NUL K YKa3aHHbIM
cpeactBam. TexHuyeckoe obcnyxmBaHMe Takoro ob6opyaoBaHMst U CMeHa KPUMTOKITHYEN
OCYLLECTBMAOTCA B OTCYTCTBME NAL, HE AONYLEHHbIX K paboTe ¢ AaHHbiMM CK3W.

Ha Bpems otcytcTBus nonb3osaTenen CK3M ykaszaHHoe o6opyaoBaHue, Npyu HanMyunm
TEXHUYECKON BO3MOXHOCTW, AOSMKHO ObITb BbIKMIOYEHO, OTKITHOYEHO OT SIMHUN CBA3M N YOpaHo
B onevaTtbiBaemble XxpaHunuwa. B npotmBHom cnyyae nonb3oBatenu CK3W  no
COrnacoBaHMO C OpPraHoOM Kpuntorpauyeckon 3awuTbl 0083aHbl NpPeaycMoTpeTb



OpraHn3aunMoHHO-TEXHMYECKME MEPbI, UCKMoYarLWwme BO3MOXHOCTb ucnonb3oBaHus CK3U
NOCTOPOHHUMU NNLAMN B X OTCYTCTBME.

63. Pexxum oxpaHbl crieunomelleHm nonb3oaternen CK3W, B ToM yucrne npasuna
Aonycka COTPYAHWKOB W nocetutenem B paboyee uM Hepabodee Bpemsi, yCTaHaBnvBaeT
obnagatenb KoHuAeHUnanbHOM WHGOpPMaUMM MO COrMacoBaHUIO C COOTBETCTBYHOLMM
opraHoM Kpuntorpauyeckon 3aluTbl. YCTAHOBMEHHbIN PEXUM  OXpPaHbl  OOSMKEH
npegycMmatpusaTb Nepuoguyeckuin KOHTPOSb 3@ COCTOSTHUEM TEXHUYECKUX CPeACTB OXpPaHbl,
€CNn TaKkoBble WMEITCSH, a TakkKe YyduTbiBaTb MNOMOXEHUs Hactodawen WHCTpykumn,
cneumduky n ycnosusa paboTbl KOHKPETHbIX Nosnib3oBaTtenen CK3U.

64. B cneynomeweHnax nonb3oBatenen CK3WM gna XxpaHeHuMs  BblAaHHbIX
UM  KIOYEBbIX  [OOKYMEHTOB,  3KCMMyaTauUMOHHOM U TEXHUYECKOM  [JOKYyMeHTauuwu,
nHctannupyowmnx CK3WU Hocutenen HeobxooMmo MMETb AO0CTAaTOMHOE YUCIO HaOeXHOo
3anvpaembix  WKagoB  (ALUKOB, XpaHUmuLLL) NHOMBUAYaNbHOro Nnonb30BaHuS,
000opyaoBaHHbLIX NPUCIOCOBNEHNAMM AN1s ONeYaTbiBaHUS 3aMOYHbIX CKBaXXWH. Kntoum OT aTux
XpaHUIULL, AOSDKHBI HAXOAUTBCH Y COOTBETCTBYOLWMX norib3oBaTenen CK3N.

65. lNpn yTpate knYya OT XpaHunuLia unv OT BXOAHOW ABEpU B crieunomMelleHue
nonb3oBaTtenss CK3WM 3amok HeobxooMmoO 3amMeHuTb WM nepegenatb €ro Cekper C
N3roTOBIIEHMEM K HEMY HOBbIX KMOYEN C OOKYMEHTarbHbIM odopmMrieHmem. Ecnn 3amok ot
XpaHvnuwia nepegenatb HEBO3MOXHO, TO TakKOe XpaHunuuie HeobxXxoaumMoO 3aMeEHUTb.
MopsaaoK XpaHEeHUs KIYEBLIX U OPYMMX OOKYMEHTOB B XpaHuUmuLie, OT KOTOPOro yTpayeH
KNKoY, 0O N3MEHEHUS CeKpeTa 3aMKa yCTaHaBnmMBaeT opraH Kpuntorpaduyeckon 3amThbl.

66. B 0Obl4HbIX ycnoBusax oneyaTaHHble XpaHunuwia nonb3oBatenen CK3UW moryT
ObITb BCKPbITbI TONTbKO CAMUMM NONb30BaTENAMMU.

Mpn obHapyXeHUn NPU3HaKOB, yKasblBalOLMX HA BO3MOXHOE HECAHKLMOHMPOBaHHOE
NPOHUKHOBEHNE B 3TU CneLlnoMeLLEeHNs UM XpaHunumiia NnoCTOPOHHUX Jvl, O CryYMBLLIEMCS
AOIMKHO OblTb HemegneHHO coobueHo pykoBOACTBY obnagatens KoHUAeHUManbHON
WHpopMauun M pyKOBOAMTEMKD OpraHa Kpuntorpaduyeckon 3awuTbl. [MpnbbiBwine
COTPYAHVKM OpraHa Kpuntorpapuyeckon 3awmTbl  OOMKHbl  OLUEHUTb  BO3MOXHOCTb
KOMMpoMeTauum XpaHALWMXCA KIMIOYEBbIX U APYrMX OOKYMEHTOB, COCTaBUTb akT U MPUHATD,
npu  HeoBXoauMOCTH, Mepbl K  fiokanuMs3auuu  nocneacTtBuMA - KOMMNpoMeTauum
KOH(pmnaeHUmMansHONn MHGoOpMauum U K 3aMeHe CKOMNPOMETUPOBAHHBIX KPUMTOKITHOYEN.

V. KoHTponb 3a opraHmM3aumen n obecnevyeHnem 6e30nacHOCTU XpaHeHUsi, 06paboTKu m
nepepaym no KaHanam ceaAsn ¢ ucnonob3sosaHnem CK3U koHcpuaeHumansHom
nHdopmaummn

67. KoHTponb 3a opraHusauunen n obecneyeHnem 6e30nacHOCTN XxpaHeHus, obpaboTkm
N nepegaym no KkaHanam cessn ¢ ncnonb3osaHmem CK3W koHduaeHumansHom nHgopmauum -
rocy4apCTBEHHbIA KOHTPONb OCYLLEeCTBNAKT deaeparibHble opraHbl NpaBUTESTbCTBEHHOM
CBs3M 1 MHpopmaunn*(13). B xoae rocyaapCTBEHHOIO KOHTPOSS U3yYaroTCHa N OLEHMBAOTCA:

opraHm3aumnsa 6e3onacHOCTU XpaHeHusi, 00paboTkn 1 nepegaydn no KaHanam CBSA3N C
ncnonb3oBaHnem CK3U koHdmaeHumnansHon nHbopmaumm;

OOCTUTHYTbIN ypOBEHb Kpuntorpaduyeckon 3aunThl KOH(pmnaeHumansHon
nHopmauum;

ycrnoBus ucnosibdosaHus CK3U.

68. Npwn opraHnsaunm 6e3onacHOCTN xpaHeHud, obpaboTkn 1 nepegayn No KaHanam
cBA3nM c wucnonb3oBaHnem CK3W noanexauwien B COOTBETCTBUM C 3aKOHOAATENLCTBOM
Poccuinckon ®depepauum  obgasaTenbHoOn  3awmuTte  KoHdmaeHumanbHOW  MHgopmMaumm
rocygapCTBEHHOMY KOHTPOM NOANEeXUT feaTenbHoCcTb nuvueHsnatoB PAIMNCU, a Takke



obnagartenen KoHUAEHUNaNbLHOM nHdPopMaumm, ecnn HeobxoauMOCTb KpUnTorpaguyecKkom
3alWnTbl Takon WHgopmaumnm B cooTBeTcTBuM ¢ [lonoxeHnem [1K3-99 onpepensietcs
rocygapCTBEHHbIMU OpraHamMu unm rocygapCcTBeHHbIMU OpraHu3aunamu.

Mpwn opraHusaunm 6e3onacHOCTN XpaHeHnd, 00paboTkM 1 nepeaayn nNo KaHanam CBA3N
¢ wucnonb3oBaHneMm CK3WM He nognexaiien obasatenbHOM 3awmuTe KOHuAeHunanbHom
MHdOpPMaLUUKM rocygapCTBEHHOMY KOHTPOSO NOASNEXNUT AeaTenbHOCTb nuueHsnatos GAINCHA.
O6nagaTtenu koHUAEHUMaNbHON MHGOPMauMmM B 3TOM Ccriydae MoryT ObiTb NpPOBEPEHDI
deneparnbHbIMU OpraHaMn NPaBUTENBLCTBEHHOW CBA3WM U MHAOPMaUMK NnLb N0 UX Npockbe
UIn C UX cormnacus.

Bo3amoxHOCTb ¥ opMy [JoCTyrna rocyAapCTBEHHbIX KOHTPOSIbHbIX OpPraHoB K
cogepXXaHunio KOHmaeHumansHoOM MHpopMaunm onpenensetr pykoBoauTeNb NpoBepsemMon
opraHusauuu.

Cpoku 1 nepMoan4HOCTb rocyaapCTBEHHOro KOHTpons onpeaenset GATCU.

69. JlnueHsnatoel PAICU o0643aHbI KOHTPONMPOBATH BLINOMHEHME obnagatensamu
KOH(bMAaeHUManeHon MHOPMaUMN OaHHbIX MM YKa3aHUW No opraHusauun u obecneveHuro
0e3onacHOCTU XpaHeHuda, obpaboTkm M nepegayn No KaHamnam CBS3M C MCMOSb30BaHMEM
CK3W koHdwmoeHumanbHon uHdopmaumm, a Takke cobniogeHve Takumu obnagaTtensamm
ycnoBui  ucnonb3oBaHus CK3W, ycTaHOBMNEHHbIX 3KCNyaTauuoHHOM WM TEXHUYECKOW
pokymeHTauuen k CK3U, ceptudpmnkatom GAIMNCU n HacToawen MHCTpykumnen.

70. B uenax koopAuHauuu rocygapCTBEHHOrO KOHTPOMA W KOHTPOMHA, NPOBOAUMOIO
nnuensnatamu GAINCU, dbenepanbHble opraHbl NPaBUTENBLCTBEHHOM CBA3M U MHGOpMauun
MOryT MNfaHMpoBaTb U NPOBOAUTL MPOBEPKM COBMECTHO C 3aMHTEpPeCcOBaHHbIMW OpraHamu
KpynTorpadu4eckomn 3awuTbl, pekomeHaoBaTb nuueHsnatam GPAINCH o6bekTbl NpOBEPOK.

71. HenocpeAcCTBeHHbLI [OMYCK K MNPOBEPKE KOMWUCCUW WKW YNOSTHOMOYEHHOTO
dpefepanbHbIX OpPraHOB MpPaBUTENbCTBEHHOW CBA3M UM WHOpMaumm ocywlecTsnseT
PYKOBOACTBO MNPOBEPSEMbIX NUL, MpU MNPeabsBlieHUn MPOBEPSAOLWLMMA  YOAOCTOBEPEHMS
(NpegnucaHns) Ha NpaBO NPOBEPKU, 3aBEPEHHOIO NevyaTbio, U JOKYMEHTOB, YOOCTOBEPSAOLNX
NMYHOCTb.

YpocTtoBepeHust (NpegnucaHna) Ha npaBo MNPOBEPKM MNOANUCHLIBAKOT reHeparnbHbIn
anpektop QPAMNCKU, ero 3amectutenn, a TakKke MO WX YKA3aHUIO - PYKOBOAUTENU
befiepanbHbIX OpraHoOB NPaBUTESNIbLCTBEHHOMW CBA3W U MHopmaumn. [onyck K npoBepke
BO3MOXEH Ha OCHOBaHWUM yKasaHum 3TUX NuL, nepefaHHbIX No TEXHUYECKUM KaHanam CBA3W.

72. Mo pesynbTaTaM rocygapCTBEHHOrO KOHTPONSA COCTaBnsieTcsa NoApoOHbIA mMnu
KpaTkmin akT, cnpaBka. C akToM npoBepKM (CNpaBKOM) MNOA4 pPaCnUCKYy AOIMKHO ObITb
O3HaKOMMEHO  pPYKOBOACTBO  rpoBepsieMblx nuvy.  AKT  (cripaBKy) BbICbinawT B
COOTBETCTBYWOLNN  OpraH  Kpuntorpaduyeckon  3awuTbl, KOOPAWHUPYIOLMA  OpraH
Kpuntorpaduyeckon 3almTbl (Mpy ero Hanudnmn) n doegeparbHbIN OpraH NpaBnTeSNIbCTBEHHOM
CBSA3M 1 MHpopMauun. Ecnn B xofe NpoBeEPKM BbisiBIIEHbI HApyLIeHUs TpeboBaHnin U yCrioBuin
nnueHsun n ceptndgukatos GAIMNCU, To dpegepanbHble opraHbl NPaBUTENBCTBEHHOW CBA3U U
nHdopmauum coobuwaoT B JIMUEH3NOHHbIN 1 cepTudunkaumoHHbin UueHTp PAIMNCU o6 atux
HapyLLEeHUSX N NPUHATBLIX Mepax.

Ecnn B ucnonbsosaHmm CK3W obHapyxeHbl Hepoctatku, TO nuueHamatbl GAIMCH,
obnagartenun KoHUAEHLManNnbHON UHpopMmauun oba3aHbl NPUHATE Be3oTnaraTenbHble Mepbl
K YCTPaHEHWIO BCKPbITbIX MPOBEPKOM HEAOCTAaTKOB W  BbIMOMHEHUIO peKkoMeHAauun,
N3NOXEHHbIX B akTe npoBepkn. CoobLLeHMs O NPUHATBIX Mepax AOSMKHbI OblTb NpeacTaBneHbl
B YCTaHOBIEHHbIE MPOBEPSAIOLLNMU CPOKU. [1pn HeOBXOAMMOCTU MOXET BblTb COCTaBIEH NraH
MepOonpuUATUN, rae npegycMmaTpuBaeTCa peLlleHne CoOOTBETCTBYHOLLMX BOMPOCOB.

73. OpraHbil Kpuntorpaduyeckomn 3auTbl (koopanHupytoLme opraHbl
Kpyntorpadu4eckon 3awmTtbl) AOMKHbI 0606waTtb pesynbTaTbl BCEX BMAOB KOHTPOMS,
aHanuanpoBaTb MNPUYMHbI  BbISIBNIEHHbIX HEeOOoCTaTKoB, paspabaTbiBaTb Mepbl MO UX
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NpoduUakTMke, KOHTPONUPOBATb BbLINOJSIHEHWE pPEKOMeHOaUMN, COoAepXaluMxcsd B akTax
NpoBEpPOK.

74. Ecnn B uncnonb3oBaHun CK3W BbisiBfieHbl Cepbe3Hble HapyLlieHUs, u3-3a 4ero
CTaHOBUTCSA pearibHOM yTeyka KoHMAeHUnanbHOM WHGopMauuun, 6e30nacHOCTb KOTOPOW
obecneunBaetca ¢ ucnonb3oBaHnem CK3W, To denepanbHbie opraHbl NpaBUTENbCTBEHHOWN
cBA3M M uHpopmaumn, nuueHsnatel GAMNCK BnpaeBe patb ykasaHne O HeMeanleHHOM
npekpatwieHun mncnonb3oBaHus CK3W 0o ycTpaHeHus NpUYnH BbISBMEHHbIX HapyleHun. B
3TOM crniyyae deaepanbHble OpraHbl NPaBUTENbCTBEHHOW CBA3WM UM WHoOpmauum MoryT
HanpaeuTb B JIMUEH3MOHHLIN K cepTudmKaunoHHbii UeHTp PAIMCU npepcraBneHve 06
0T3blBe (MpuocTaHoBneHnn genctend) nuueHan GAMNCH.

75. O6napaTtenb KOHMaeHUManbHOM uWHGOPMauMM BrpaBe obpaTUTbCA B
deaepanbHble OpraHbl NPaBUTENTLCTBEHHOW CBSA3M U MHopMaumm ¢ Npocbbon 0 NpoBeaeHUN
Ha [OOroBOPHOW OCHOBE rOCYAApPCTBEHHONO KOHTPOSS C UEerNbl OUEHKUM J0CTaTOYHOCTU U
060CcHOBaHHOCTU NpuHUMaeMsbix nuueHsnatom CAINCU mep 3awmTbl ero KoHpnaeHUManbLHON
MHdOpMaLUK.

*(1) WHdopmauua € orpaHuYeHHbIM AOO0CTYNOM, He cogepxallas cBeaeHun,
COCTaBnALWMX TOCYOAPCTBEHHYIO TauHy, B HacTtoswen WHCTpykuMn wumeHyeTcs -
KoH(bnaeHumnanbHas tHopMaLus.

*(2) CeptudumumpoBaHHole PAICK cpeaoctBa  kpuntorpadmMyeckon  3aluThbl
KOH(pmnaeHumansHon nHgopmMauun B Hactosawen MHcTpykuun umeHytotes - CK3U. K CK3U
OTHOCATCS:

- peanuaylowmne Kpuntorpadguyeckme anroputMmbl npeobpasoBaHna WMHGOPMaLUK
annapaTHble, NPorpaMMHbIE M annapaTHO-NPOrpamMMHbIE CPeACTBA, CUCTEMbI U KOMIMEKCHI,
obecneumBatowme 6e3onacHoCTb MHopMauum npu ee obpaboTke, XxpaHeHUN 1 nepegade no
kaHanam cBdA3un, Bkntodas CK3U;

- peanuaylowmne Kpuntorpadguyeckme anroputMmbl npeobpasoBaHna WMHGOPMaLUK
annapaTHble, NporpaMMHbIe U annapaTHO-NporpamMMHbIe CPEeACcTBa, CUCTEMbI U KOMIMIEKCHI
3aLWmThl OT HECAHKLMOHMPOBAHHOIO AOCTYNa K MHpopMauumn npu ee obpaboTke U XpaHeHuu;

- peanusylolme Kpuntorpaduyeckme anroputmbl npeobpasoBaHna MHOPMaLMn
annapaTHble, NporpamMMHble M annapaTHO-NPOrpaMMHble CPeaCcTBa, CUCTEMbl U KOMIMIEKCHI
3aWmMTbl OT HaBA3bIBAHUA JIOXHOW MHMOpPMaUMK, BKNOYas CcpeacTsa MMUTO3ALUMTBI U
"aneKTpOHHOM nognucun";

- annapartHble, MporpamMMHbie M annapaTHO-NPorpaMMHbIE CPEACTBa, CUCTEMbI U
KOMMMEKCbl N3roTOBMEHUSA N pacnpeaenenus kntodesblix gokymeHToB ansa CK3W HesaBucumo
OT BMAa HOCUTENS KIYeBOW MHopMaLmn.

*(3) ObnagatensMmun KoHpuaeHUMansHoONn nHopmMauum MoryT BbiTb roCcyaapCTBEHHbIE
OpraHbl, rocyAapCTBEHHblE OpraHv3auMmM W Apyrue OopraHu3auum He3aBUCUMO OT  UX
OpraHM3aumoHHO-NpaBoBOM  OpPMbl U OopMbl  COBCTBEHHOCTW,  MHAMBUAOYASbHbIE
npeanpvHMmaTenu n pusndeckue nuua.

*(4) CeTn KOHUOEHUMANBHON CBA3M - CETU CBA3WN, NpeaHa3HavyeHHble ANns nepegayv
KOH(pmnaeHUmansHoOn nHopmaumu.

*(5) OnepaTtopbl KOHGUAEHUNANBHOW CBA3M - OnepaTopbl CBA3W, NpegocTtaBnsaiowmne
Ha ocHoBaHun nuueHsum PATNCK ycnyrn KoHuAaeHUMansHOM CBSA3M C MCMNONb30BaHNEM
CK3W.

*(6) OnepaTopbl KOHUAEHUMANbHOM CBA3M U nuua, umetowmne nuueHsno GAMNCU v
He sABndOWMeca onepartopaMmn KOHMPUAEHUManNbHOW CBA3W, B HacTtoswen WHcTpykummn
nmeHytoTca nuueHsnatol GAMNCH.

*(7) OpraHom kpuntorpaduyeckon 3awmTbl MOXET ObiTb OpraHu3aumsi, CTPYKTypHoe



nogpasgeneHve opraHmsauum - nuueHsnata PAMCU, obnapatens koHdMAEHUMANbHOM
MHopMauumn. PyHKUMKM opraHa KpunTtorpadudeckon 3awmTbl MOryT ObiTb BO3MOXEHbl Ha
dousmyeckoe nuuo.

*(8) ®duamyeckme nuua, HenocpeacTBeHHO AonyuweHHble K pabote ¢ CK3U, B
HacTosiwen VHCTpyKumMm nmerytroTcs - nons3osatenu CK3U.

*(9) B HacTodwen MHCTpyKUMn Ncnonb3yoTcs crieayrowme NoHATUS 1 onpeaeneHns:

- KpunTtorpacmyeckum KN4  (KPUNTOKIIKOY) -  COBOKYNHOCTb  [aHHbIX,
obecneumBatowass BbIOOP OOHOrO KOHKPETHOro Kpunrtorpaduyeckoro npeobpasoBaHus un3
4yucna Bcex BO3MOXHbIX B JAaHHOW KpunTorpadou4eckon cucteme;

- Kno4yeBas MHcopmauma - cneumanbHbiM 06pa3oM opraHM3oBaHHas COBOKYMNHOCTb
KPUNTOKIIOYEN, NpedHasHayYeHHass ANna  OCYWEeCTBNEHUA KpunTorpauyeckon 3almThbl
MHdOpMaUUKM B TeYEHNE onpeaeneHHoro Cpoka;

- ACXoAHasa KnrwyeBas MHGOpPMaLMA - COBOKYMHOCTb OaHHbIX, NpeaHasHayYeHHbIX
Ans BbIpaboTKM NO onpeaenieHHbIM NpaBunamM KpUNTOKOYEN;

- KNYeBOM [JOKYMEHT - (PU3NYECKUN HOCUTENb OnpeaeneHHoW CTPYKTYpbl,
cogepXallumin - KnioyeByto MHGOPMaLMIO (MCXOOHYH KM4YeBYO MHGOpMauuMio), a npu
He06XO4MMOCTU - KOHTPOSIbHYIO, CAY>KEOHYIO 1 TEXHONOMMYECKY0 MHOpMaLnIo;

- KNHYeBOWM HoOcUTenb - (PU3NYECKMN HOCUTENb ONpPeaeneHHoON CTPYKTYpbI,
npefHasHa4vyeHHbIN A58 pasMeLleHnss Ha HEM KNKYeBOW MHGOpMaLMu (MCXOOHOW Ko4eBoun
UHpopmauumn). PasnuyaloT pas3oBbIM  KAKOYEBOW HocuTenb (Tabnuua, nepdoneHTa,
nepdgokapta M T.M.) U KINHOYEBOW HOCUTESb MHOIOKPATHOrO MCMNOSib30BaHUSA (MarHUTHas
neHTa, guckeTta, komnakT-guck, Data Key, Smart Card, Touch Memory v T.n.);

- KInYeBOW ONOKHOT - Habop OGyMaxkHbIX KrO4YeBbIX LOKYMEHTOB OAHOro Buaa
(tabnuu, nepdoneHT, nepcgokapT M T.N.), COPOLIOPOBAHHLIX W YMNAKOBAHHbLIX MO
YyCTaHOBIEHHbIM MpaBunam.

*(10) lMog komnpomMeTauuen KpUNTOKMYen B HacToswen MHCTPYKUMM NOHUMMaeTcs
XveHne, yTpaTa, pasrnaweHne, HeCaHKUMOHMPOBaHHOE KOMUpoBaHWe W Apyrue
NPOUCLLECTBUA, B pe3ynbTate KOTOpbIX KPUMATOKMOYM MOryT cTaTb  OOCTYMNHbIMMU
HEeCaHKLUMOHNPOBAaHHbLIM fMuam un (Mnu) npoueccam.

*(11) MNomeweHus, rae yctaHoBreHbl CK3U mnnu xpaHATcs KntodeBble LOKYMEHTbI K
HUM, B HacTosilen NHCTPYKUMM MMEHYIOTCS - CNeunoMeLLeHNs.

*(12) TpeboBaHus k obecneyeHno COXPaHHOCTN KOHUAEHUNANbHON NHopMaLUnn B
crneynoMeLLeHnaxX aHanormyHbl TpeboBaHMaM K MOMELLEHMAM, e BbINOMHAKTCA paboThl,
CBA3aHHble C XpaHeHueMm (obpaboTkon) Takom WHGOPMaUUK, W YyCTaHaBNUBaKTCA
obnagarenem KOHMAeHUManbHOM MHOPMaLK;

*(13) Moa dhenepanbHbIMM OpraHamMu NPaBUTENBbCTBEHHOW CBA3N U MHOpMauMn B
HacTosilwen MHCTpyKumn noHumaroTcs rnasHble yrnpasrneHus GAINCU, ynpasneHnsa GAIMNCAU B
deqepanbHbIX  OKpyrax, pernoHasibHble ynpaBfieHUst NPaBUTENbCTBEHHON CBA3NM W
MHdOpMaUunK, LeHTPbl NPaBUTENbLCTBEHHOW CBSA3MW.

Mpunoxexue 1

K UHCTpYKUMM (NYHKT 26),
yTBepxaeHHowu rpukasom ®AMNCHU
oT 13 uroHsa 2001 r. N 152

TunoBas ¢opma
XypHana noaksemnnsapHoro yyeta CK3U, akcnnyatayuMOHHON N TEXHUYECKOW
OOKYMEeHTaLUn K HUM, KITIoYeBbIX AOKYMEHTOB (Ans opraHa Kpuntorpacgpuyeckoun
3aWmThbl)



N o/ HaumMeHOBaHMe CepuMHEIE HOMEpa Homepa OTMeTKa O IMOJIyUYeHUMU OrMeTKa O paccCHIIKe
CK3Hu, CK3nu, SK3EeMIIJIS— (mepenaue)
SKCIJIyaTalMOHHOM | 3KCIIJIyaTalMOH— POB
U TexXHUUeCKOM HOM U (kpunTor—- [(OT xoro nojydeHbl| HaTa u HOMep [Kowmy IDaTa un DaTa u
OOKYMEeHTalUuM K TeXHUUEeCKOM paduueckue unn @.1.0. CONPOBOOUTEJIb— [ paso— HOMEP HOMeP
HIVM, KIIIOUYEBBIX OJOKYMEHTaluMmMm K Homepa) COTPpYyIOHMKA HOI'O IIMCbMa CJIaHEI COIIPOBO— | [IOOTBEPX—
IOKYMEHTOB HVM, HOMepa KJIIOUEBBIX opTraHa Uiy natTa (mepe- |mDuTenb- |OeHMS UK
CepMil KJIOUEBHIX |IOKYMEHTOB |KkpHUITOTpadmuuec— U3TOTOBJIEHUS IIaHEI) HOTO pacnmucka
IJOKYMEHTOB KO 3allMTHI, KJIIOUEBEBEIX InrcbMa B
3T OTOBUBIIET' O IJOKYMEHTOB U IIOJIYUEeHUN
KJIIOUEeBEIE pacrnmucka B
OOKYMEHTEL U3TOTOBJIEHUN
2 3 4 5 6 7 8 9
OTMeTKa O BO3BpaTe IaTa BBOIA B IDaTa BeIBOIa |[OTMeTka 06 yHMUTOXeHuUM CK3U, [IpuMeuaHne
OeicTBUe U3 NOerCcTBUSA KJIOUEBHX IOOKYMEHTOB
JIlaTa m HOMepP JaTa m HOMepP ITaTa Homep akTa mim
conpoBoOOUTE— NOOTBEPXIEHUS YHUUTOXEHMS pacnucka o6
JIBHOTI'O YHUYTOXEHNN
IIMCbMa
10 11 12 13 14 15 16




MpunoxeHune 2

K MHCTpyKUMK (NyHKT 26),
yTBepxaeHHoun npukazom ®AINCU PP
ot 13 nroHna 2001 r. N 152

TunoBas c¢opma
XXypHana noaksemnnspHoro ydyeta CK3U, akcnnyatayuMoOHHON U TEXHUYECKOW
AOKYMEeHTaLMM K HAM, KNYeBbIX AOKYMEHTOB (Ansa obnaparens KoOHdpuaeHUnanHOM
MHcpopmauum)



N n/|HammenosaHme CK3I, |CeputinHele nHoMmepa CK3U, Homepa OTMeTKa O IMOJIyUYeHUU OrmMeTka O BHIOAUE
I SKCIUIyaTalMOHHOM U BKCIJIyaTalMOHHOM U 3K3EMIJIAPOB
TeXHUYECKOM TeXHUUYECKOM (kpunrorpadtuuec—| OrT xoro |[(Jara m HOmMep| ©.M.O. DaTa un
OOKyMEeHTaluum K OOKYMEHTalUuuM K HUM, KMre HoMepa) [IOJIyYEeHH |CONPOBOIUTE— |[IOJIb30BA— |paclucKa B
HYM, KJIOUEBEX HOMEepa CcepuM KJIOUEeBBIX KJIOYEBEIX JIBHOT'O Tensa CK3U|nonyueHUn
IJOKYMEHTOB IOJOKYMEHTOB IJOKYMEHTOB IIMCbMa
1 2 3 4 5 6 7 8
OrMeTkKa O MNomkKJiueHmMM (ycTaHoBke) CK3U OrmeTka 00 m3bBaTMM CK3U M3 annapaTHHEX [lpuMeuaHUEe
CPEeICTB, YHUUTOXEHMUM KJIOUEBBEIX INOKYMEHTOB
®.11.0. COTPYIHMKOB HaTa HomMmepa anmnmapaTHBIX JaTa ®.1.0. corpymHMKOB |Homep akTa
opraHa IOOKJIOUEHMS |CPenCcTB, B KOTOPHE | M3BATHUS opraHa VZnpeZi
Kpunrorpabmnueckom | (yCTaHOBKM) |YCTaHOBJIEHH MM K | (yHMUTOXe- | KpuITOorpadmueckol |pacrnucka o6
3allMTHI, n IIonoIimcum KOTOPEBIM ITOIOKJIIOYEHEI HI/IH) 3allMTHI, YVHUUYTOXEHNN
noJyib30oBatTensa CK3MU, JIniL, CK3I1 noJyir30oBaTensa CK3MU,
IPOM3BEOUNMX IPOM3BEIUNMX IPOM3BOOMUBIIMX
IOOKJIOUEHME IIOOKJIIOUEHME NU3BATHUE
(YyCTaHOBKY) (yCTaHOBKY) (YHMUTOXEeHUE)
9 10 11 12 13 14 15




MpunoxeHune 3

K MHCTpyKUMK (NyHKT 28),
yTBepxaeHHown npukazom ®AMNCU
ot 13 uroHna 2001 r. N 152

TunoBas cpopma TeXHUYECKOro (annapaTHOro) XxypHana



N n/| IHara Tun u 3anmucu 1o JicrioJib3yeMbBle KPUIITOKJIIOUU OrmeTKa 060 Mpumeua—
Ins CepuMHHE [oOCcayXuBa-— YVHUUTOXEHUN HUe
HOoMEepa Huo CK3U (cTupanum)
VCIOJIb3Yy—
eMelx CK3U Tun CepuiHE, Homep pasosBoro HaTa [lopnmce
KJIOYEBOT'O |KpUNTOTpadudeCcKmm KJIIOYEBOTI'O [IoJIb30Ba-
IOOKyMEHTa HOMEp M HOMEeP HOCUTEJA WU Tesia CK3U
SK3eMIJIgpa 30HEl CK3l, B
KJIDYEeBOT'O KOTOPYK BBEIEHE
IOOKYyMEHTa KPUIITOKJIIOYM
1 2 3 4 5 6 7 8 9 10
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